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Incident Response && Forensic
Analysis

Firewire memory capture 1f you can, otherwise...

Plug in USB drive with win32dd on it

Run win32dd from the USB drive, saving the results back to
the USB drive

Hard shutdown

Physically remove HD, copy the HD with a hardware write
blocker if available

Turn a copy of the disk 1image into a virtual machine which
can be run and examined using the tools described earlier
— Being able to interact with and modify the system will be of
critical importance if you're going to try and determine the
causality behind an unknown change to system integrity
Analyze the memory 1mage with Volatility/WinDbg/
Memoryze/ResponderPro etc



win32dd

http://www.moonsols.com/windows-memory-toolkit/
— Download the "community edition"

Pretending you had it running from and storing to the
Z:\ drive:

— win32dd /f Z:\machinename.dmp
— win32dd /d /f Z:\machinename.dmp

* /d 1s to put it in windbg crashdump form

We were going to cheat and do 1t in the VM

win32dd apparently doesn't run in vmware though. So
we need to take the VM's .vmem file and run

— bin2dmp.exe <path to .vmem> <name of .dmp>



Using Volatility for rootkit detection

* See Drew Hunt's class for more about memory
analysis and Volatility

* The setup of Volatility 1s the standard 1.4 install
(https://code.google.com/p/volatility/wiki/
Fulllnstallation) with the following extra plugin in
your Volatility-1.4 rcl\volatility\plugins folder

— http://malwarecookbook.googlecode.com/svn/trunk/
malware.py

* Good example usage of detecting various stuff
here: http://code.google.com/p/volatility/wiki/
CommandReference



SSDT hook detection

(also tells you when some threads possibly are being pointed to alternate, hooked, copies of the
SSDT)

* python vol.py ssdt -f bla.dmp

* Built in (not from the malware plugin), unfortunately you
need to sift it yourself

(Ctrl12Cap impersonator which hides files)
Entry 0x0091: 0xfa065592 (NtQueryDirectoryFile) owned by Ctr12Cap.sys
(Daemon Tools + SPTD)
Entry 0x00a0: 0xf97fd554 (NtQueryKey) owned by sptd.sys
(Trusteer Rapport normal hook)
Entry 0x00e0: 0xf9b4£a90 (NtSetInformationFile) owned by RapportCerberus 23645.sys
(Trusteer Rapport shadow SSDT hooks)
Entry 0x1124: 0xf0f27324 (NtGdiStretchBlt) owned by RapportPG.sys
<snip>
Entry 0x1299: 0xbf954¢65 (NtGdiUMPDEngFreeUserMem) owned by win32k.sys
Entry 0x129a: 0xbf817637 (NtGdiDrawStream) owned by win32k.sys
SSDT[2] at 2187818 with 5 entries
Entry 0x2000: Oxefead620 (Unknown) owned by UNKNOWN
Entry 0x2001: Oxefead65e (Unknown) owned by UNKNOWN
Entry 0x2002: Oxefeadcla (Unknown) owned by UNKNOWN He4Hook's user->kernel coms
Entry 0x2003: Oxefeael5a (Unknown) owned by UNKNOWN
Entry 0x2004: Oxefead6a2 (Unknown) owned by UNKNOWN



SSDT hook detection 2

* python vol.py ssdt by threads -f bla.dmp

* Only shows things in main SSDT != nt, and
shadow SSDT !=win32k

Volatile Systems Volatility Framework 1.4 rcl

Pid Tid Name SSDT
Entry 0x0013: 0xf0f20fa2 (NtAssignProcessToJobObject) owned by RapportPG.sys
Entry 0x001f: 0xf0fd1534 (NtConnectPort) owned by vsdatant.sys
Entry 0x0025: 0xf0f21a38 (NtCreateFile) owned by RapportPG.sys

<snip>

4 8 System 0x80501030
4 12 System 0x80501030
4 16 System 0x80501030

4 20 System 0x80501030



userspace inline/lAT hook detection

* python vol.py apihoo!

* Looks for hooks 1n al]
memory space as well

s - bla.dmp

Volatile Systems Volatility Framework 1.4 rcl

Name

smss.exe[612]
EDX, 0x7ffe0300 (UNKNOWN)

smss.exe[612]
EDX, 0x7ffe0300 (UNKNOWN)

<snip>
csrss.exe[688]@rpcrt4.dll

csrss.exe[688]
[0x77e71358] =>> 0x7c9010e0

csrss.exe[688]
[0x77e7135¢c] =>> 0x7¢901000

csrss.exe[688]
0x7ffad4028 (UNKNOWN)

csrss.exe[688]
0x7ffad7d8 (UNKNOWN)

<snip>
csrss.exe[688]@advapi32.dll
csrss.exe[688]@advapi32.dll

Type
syscall

syscall

iat

inline

inline

inline

inline

iat
iat

Target
ntdll.dl1l1!NtAcceptConnectPort

ntdll.dll!NtAccessCheck

KERNEL32.dll!SetCriticalSectionSpinCount
rpcrt4.dll!GlobalMutexClearExternal

rpcrté4.dll!GlobalMutexRequestExternal

ntdll.d1l1!0x46

ntdll.dl1!0x7b

KERNEL32.d1l1l!*invalid*
KERNEL32.dll!*invalid*

| the DLLs 1n the process

Value
0x7f£fe0300 MOV

0x7ffe0300 MOV

0x0 0x7c92a067
0x77eb62b6 CALL

0x77eb62a5 CALL

0x7c9163c3 JMP

0x7c90d0ae JMP

0x0 0x7c96fe2l
0x0 0x7c91137a



IRP hook detection

* python vol.py driverirp -f bla.dmp

* Can use -r to specify a regex if you only want to

look at one driver

Volatile Systems Volatility Framework 1.4 rcl

DriverStart Name IRP IrpAddr
Oxefee5000 'msdirectx’ IRP_MJ CREATE Oxefee62d0
address is clearly close to Ehe_module space) - -
Oxefee5000 'msdirectx’ IRP_MJ CREATE_NAMED PIPE 0x804£355a
0xf9a3c000 'ig8042prt’ IRP_MJ DEVICE CONTROL 0xf9a42e4db
0x£f9a3c000 'i8042prt' IRP_MJ INTERNAL DEVICE_ CONTROL 0x£f99£f06b0
hooking keyboard driver IRP)
0x£9a3c000 'i8042prt' IRP_MJ SHUTDOWN 0x804£f355a
0xf9601000 'Ntfs' IRP_MJ CREATE Oxefeb3bdc -
0x£9601000 'Ntfs' IRP_MJ CREATE NAMED PIPE Oxefeb3bdc -
0x£9601000 'Ntfs' IRP_MJ_CLOSE Oxefeb3bdc -
0x£f9601000 'Ntfs' IRP_MJ_READ Oxefeb3bdc -
0xf9b8c000 'Cdfs' IRP_MJ_CREATE Oxefeb3bdc -
0x£9d7c000 'Msfs' IRP_MJ_CREATE Oxefeb3bdc -
0x£9d8c000 'Npfs' IRP_MJ_CREATE Oxefeb3bdc -

...(something hooking everything in ntfs, cdfs, msfs, npfs, and others)

IrpOwner

HookAddr

HookOwner

- (X: not named because hidden? but still the

ntoskrnl.exe
i8042prt.sys
RapportKELL.sys

ntoskrnl.exe

- (3%9 party module



IDT hook detection

python vol.py idt -f bla.dmp

Shows hooks to the IDT itself, as well as any inline hooks immediately at
the target of the IDT entry

Can have semi-misleading results in that most all of the
KiUnexpectedInterrupt# entries naturally have a jmp to a common function
as their first instruction. Also doesn't know about KINTERRUPTS, therefore
induces unnecessary suspicion on those entries, and doesn't find

KINTERRUPT inline or ServiceRoutine hooks (but it will get improved

with feedback)

D 8 KiTrapOD 0x8053fd90 ntoskrnl.exe .text

E 8 KiTrapOE 0xf9f5c816 mmpc.sys .text (shadowwalker)

F 8 KiTrapOF 0x805407¢8 ntoskrnl.exe .text

61 8 KiUnexpectedInterrupt49 0x8053cdSa ntoskrnl.exe .text => JMP 0x8053d357

62 8 KiUnexpectedInterrupt50 0x81784044

63 8 KiUnexpectedInterrupt51 0x8053cd6e ntoskrnl.exe .text => JMP 0x8053d357
8

82 KiUnexpectedInterrupt82 0x8186fdd4
83 8 KiUnexpectedInterrupt83 0Ox8lacaal4
(62, 82, 83 and others turn out to be KINTERRUPTS)

10



GDT modification detection

* python vol.py gdt -f bla.dmp

* C(allgates are suspicious, GDT index 1 should be DPL 0 code,
index 2 should be DPL 0 data, index 3: DPL 3 code, index 4:
DPL 3 data

* AIlIDT entries except task gates should point at GDT index 1

Volatile Systems Volatility Framework 1.4 rcl

Sel Base Limit Type DPL Gr Pr
0x0 0x0 0x0 <Reserved> 0 By Np
0x8 0x0 Oxffffffff Code RE Ac 0 Pg P
0x10 0x0 Oxffffffff Data RW Ac 0 Pg P
0x18 0x0 Oxffffffff Code RE Ac 3 Pg P
0x20 0x0 Oxffffffff Data RW Ac 3 Pg P
0x28 0x80042000 0x20ab TSS32 Busy 0 By P
0x30 O0xf£fdf£f000 Ox1fff Data RW Ac 0 Pg P
0x38 0x0 Oxfff Data RW Ac 3 By P
0x40 0x400 Oxffff Data RW 3 By P
0x48 0xfal0ad530 - CallGate32 3 - P

11



Listing callbacks

* python vol.py callbacks -f bla.dmp

* Prints kernel callbacks of the following types:
— PsSetCreateProcessNotifyRoutine (process creation).
— PsSetCreateThreadNotifyRoutine (thread creation).
— PsSetIlmageLoadNotifyRoutine (DLL/image load).
— IoRegisterFsRegistrationChange (file system registration).
— KeRegisterBugCheck and KeRegisterBugCheckReasonCallback.
— CmRegisterCallback (registry callbacks on XP).
— CmRegisterCallbackEx (registry callbacks on Vista and 7).
— IoRegisterShutdownNotification (shutdown callbacks).

— DbgSetDebugPrintCallback (debug print callbacks on Vista and
7).
— DbgklLkmdRegisterCallback (debug callbacks on 7).

* Currently seems to take forever



Detecting hidden processes

(process = ps, Cross-view = xview)

* python vol.py psxview -1 bla.dmp

* Shows which process enumeration plugins a
given process occurs 1n (and therefore take a
long time to run)

Volatile Systems Volatility Framework 1.4 rcl

Offset Name Pid pslist psscan thrdproc pspcid csr_hnds
csr_list

0x8laeal20L 1lsass.exe 768 1 1 1 1 1 1

0x818f9388L svchost.exe 1280 1 1 1 1 1 1

0x8170cbel0L svchost.exe 1028 1 1 1 1 1 1

0x81bcc830L System 0 0 1 1 0 0 0

hidden with FUTo

<snip>

0x81978310L hxdefl00.exe 3720 1 1 1 1 1 1

Maybe only hidden with userspace hooks, therefore everything else finds it fine

0x817f2b80L csrss.exe 688 1 1 1 1 0 0

0x81769020L smss.exe 612 1 1 1 1

dunno what's up with that



Listing Windows services

* python vol.py svcscan -f bla.dmp
* Lots of good stuff there at the end

 Still lots to sort through though, doesn't exclude
default - this 1s where you need histograms!

0x38b268 0x108 1192 WZCSVC Wireless Zero Configuration

SERVICE WIN32 SHARE PROCESS SERVICE_ RUNNING

C:\WINDOWS\System32\svchost.exe -k netsvcs

0x38b2£f8 0x109 W —-——————- xmlprov Network Provisioning Service

SERVICE_WIN32 SHARE PROCESS SERVICE_STOPPED

0x38b388 0xl0a W —--—-—--- msdirectx msdirectx SERVICE_KERNEL_DRIVER

SERVICE_RUNNING
\Driver\msdirectx

0x38b418 0x10b W ———=———- mmpc mmpc SERVICE_KERNEL_ DRIVER
SERVICE_RUNNING

\Driver\mmpc
0x38b4al 0x10c W —-——————- vanquish Vanquish Autoloader v0.2.1

SERVICE WIN32 OWN_PROCESS|SERVICE INTERACTIVE PROCE
SS SERVICE STOPPED ———————-

0x38b530 0x10d 3720 HackerDefender100 HXD Service 100
SERVICE WIN32 OWN_PROCESS SERVICE_ RUNNING
C:\hxdefl100r\hxdefl100.exe
0x38b5d0 0x10e  ——————-—- Ctrl2Cap Ctrl2Cap SERVICE_KERNEL_ DRIVER
SERVICE_RUNNING
\Driver\Ctrl2Cap
0x38b660 0x10f @ ———————- 000627CE 000627CE SERVICE_KERNEL_ DRIVER

SERVICE STOPPED



Time-Permitting



http://www.rootkit.com/newsread.php?newsid=501 (use
wayback machine)

Kernel Object Hooking (KOH) is technically a subset of DKOM

Only thing about kernel objects that it's manipulating is function
pointers

Just like in IDT/SSDT/IAT cases, you are just replacing function
pointers

The thing 1s, as opposed to those big name tables, the locations
to target for KOH require deeper knowledge of the data
structures.

But the idea is that the objects targeted for KOH are going to be
potentially popping in and out of existence, or will just generally
be in kernel heap memory, and therefore not at well-known
locations that the defender can check.

Further, in some case (such as Deferred Procedure Calls) it may
be a generic mechanism which can have many different possible
function pointers, making it harder to baseline expectations.

16



_KINTERRUPT KOH

* http://www.phrack.org/issues.html?
1ssue=65&1d=4
— Is actually trying to avoid using KOH ("This article
present a way of subverting the Windows kernel by
modifying only data. No function pointers, no static
hooking or others classical technique.")

— But they're using inline hooking in the KINTERRUPT
so...what 1s that? Kernel Object Inline-hooking! KOI!
(nah I just made that up)

— Just giving it as a reference since it talks about the
structure of the KINTERRUPT a bit

17



Windows' IDT
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Viewing partial IDT in WinDbg

kd>

lidt

Dumping IDT:

37:
3d:
41:
50:
62:
73:
82:
83:

806d1728
806d2b70
806d29cc
806d1800
81784044
816a7854
8186fdd4
8lacaald

: 816a59%ec

81b01694
81b01424
8lb2fab4

8l6a51le4
806d1984
806d0d34
806d1f0c
806d1c70
806d2464
806d2604

direct interrupts

hal!PicSpuriousService37
hal!HalpApcInterrupt
hal!HalpDispatchInterrupt

KINTERRUPT with
no chain

hal!HalpApicRebootService

81ba2cb8 (KINTERRUPT 81784008
NDIS!ndisMIsr (KINTERRUPT 816a7818)
81ba2cb8 (KINTERRUPT 8186£fd98)
vmci+0xAAC (KINTERRUPT 8laca9ds8)
VIDEOPRT!pVideoPortInterrupt (KINTERRUPT 8185c008)
serial!SerialCIsrSw (KINTERRUPT 816a59b0)
18042prt!I8042KeyboardInterruptService (KINTERRUPT 81b01658)
i8042prt!I8042MouselInterruptService (KINTERRUPT 81b013e8)
ACPI!ACPIInterruptServiceRoutine (KINTERRUPT 81b2fa78)
81be5cb8 (KINTERRUPT 81857510)

serial!SerialCIsrSw (KINTERRUPT 81l6a5la8)
hal!HalpBroadcastCallService

hal!HalpClockInterrupt

hal!HalpIpiHandler

hal!HalpLocalApicErrorService
hal!HalpProfileInterrupt

KINTERRUPTs
chained

I

hal!HalpPerfInterrupt



<snip>
73:816a7854 NDIS!ndisMIsr (KINTERRUPT 816a7818)
<snip>

kd> u 816a7854

816a7854
816a7855
816a7856
816a7857
816a7858
816a7859

<snip>

54
55
53
56
57
83ec54

push
push
push
push
push
sub

kd> dt KINTERRUPT 816a7818

esp
ebp
ebx
esi
edi

esp,54h

nt! KINTERRUPT
+0x000
+0x002
+0x004
+0x00c
+0x010
+0x014
+0x018
+0x01c
+0x020
+0x024
+0x028
+0x029
+0x02a
+0x02b
+0x02c
+0x02d
+0x030
+0x034
+0x038
+0x03c

Type
Size

InterruptListEntry

ServiceRoutine
ServiceContext
SpinLock
TickCount
ActualLock
DispatchAddress
Vector

Irgl
SynchronizeIrql
FloatingSave
Connected
Number
ShareVector
Mode
ServiceCount
DispatchCount
DispatchCode

22
484

: LIST ENTRY [ 0x816a78lc - 0x816a781lc ]

0xf95ecel
0x819652bc
0

Oxffffffff
0x8l6a7a7c -> 0

0x80541550 void

0x173
0x6 '
ox6 "'
0 '

ox1 '
R

ox1 "'

0 ( LevelSensitive )

0
OxfEEEEEEE
[106] 0x56535554

unsigned char

NDIS!ndisMIsr+0

nt!KiInterruptDispatch+0

20



_NDIS_PROTOCOL_CHARACTERISTICS KOH

* NDIS = Network Driver Interface Specification. MS's
network driver abstraction system

* Every NDIS driver has to register a bunch of callback
functions for how 1t will handle various activities such as
recelving packets, sending packets,

It does this with NdisRegisterProtocol which takes a pointer
to the NDIS PROTOCOL CHARACTERISTICS structure
which has all those callbacks filled 1n.

— http://msdn.microsoft.com/en-us/library/ff554653(v=vs.85).aspx
* The callbacks are a target for KOH

* http://www.f-secure.com/weblog/archives/00001393.html
— KOHed by mebroot, rustock, srizbi

Book page 614



_NDIS_PROTOCOL_CHARACTERISTICS KOH

typedef struct NDIS PROTOCOL_CHARACTERISTICS {
UCHAR MajorNdisVersion;
UCHAR MinorNdisVersion;
UINT Reserved;
OPEN_ADAPTER_COMPLETE_HANDLER OpenAdapterCompleteHandler;
CLOSE_ADAPTER_COMPLETE_HANDLER CloseAdapterCompleteHandler;
SEND_COMPLETE_HANDLER SendCompleteHandler;
TRANSFER_DATA COMPLETE_HANDLER TransferDataCompleteHandler;
RESET_COMPLETE_HANDLER ResetCompleteHandler;
REQUEST_COMPLETE_HANDLER RequestCompleteHandler;
RECEIVE_HANDLER ReceiveHandler;
RECEIVE_COMPLETE_HANDLER ReceiveCompleteHandler;
STATUS_HANDLER StatusHandler;
STATUS_COMPLETE_HANDLER StatusCompleteHandler;
NDIS_STRING Name;

//

// MajorNdisVersion must be set to 0x04 or 0x05

// with any of the following members.

/7
RECEIVE_PACKET_HANDLER ReceivePacketHandler;
BIND_HANDLER BindAdapterHandler;
UNBIND_HANDLER UnbindAdapterHandler;
PNP_EVENT HANDLER PnPEventHandler;
UNLOAD_PROTOCOL_HANDLER UnloadHandler;

//

// MajorNdisVersion must be set to 0x05
// with any of the following members.
/7
CO_SEND_COMPLETE_HANDLER CoSendCompleteHandler;
CO_STATUS_HANDLER CoStatusHandler;
CO_RECEIVE_PACKET HANDLER CoReceivePacketHandler;
CO_AF_REGISTER_NOTIFY_ HANDLER CoAfRegisterNotifyHandler;
} NDIS_PROTOCOL_CHARACTERISTICS, *PNDIS_PROTOCOL_CHARACTERISTICS; 22



" OBJECT TYPE INITIALIZER KOH

* Think of 1t like a structure which holds
function pointer for constructors/descructors/
accessors for an object

* http://www.prevx.com/blog/120/MBR-rootkit-
changes-itself-and-strikes-again.html

— The mebroot people are apparently quite familiar
with the concept of KOH



_OBJECT _TYPE_INITIALIZER

nt! OBJECT TYPE INITIALIZER
+0x000 Length : Uint2B
+0x002 UseDefaultObject : UChar
+0x003 Caselnsensitive : UChar
+0x004 InvalidAttributes : Uint4B
+0x008 GenericMapping : GENERIC MAPPING
+0x018 ValidAccessMask : Uint4B
+0x01c¢ SecurityRequired : UChar
+0x01d MaintainHandleCount : UChar
+0x01e MaintainTypeList : UChar
+0x020 PoolType : POOL_TYPE
+0x024 DefaultPagedPoolCharge : Uint4B
+0x028 DefaultNonPagedPoolCharge : Uint4B
+0x02¢c DumpProcedure :Ptr32 void
+0x030 OpenProcedure : Ptr32 long
+0x034 CloseProcedure :Ptr32 void
+0x038 DeleteProcedure : Ptr32 void
+0x03c ParseProcedure : Ptr32 long
+0x040 SecurityProcedure : Ptr32 long
+0x044 QueryNameProcedure : Ptr32 long
+0x048 OkayToCloseProcedure : Ptr32  unsigned char 24



Some others

A catalog of windows local kernel-mode
backdoors

http://www.uninformed.org/?v=8&a=2 &t=sumry

Very good document, highly recommended
read

And again, more structures are mentioned
ofthandedly 1n that original KOH article



Segment Hooking

(Xeno's tiny contribution to the understanding of hooking)

* Recall that an interrupt descriptor 1s actually a far pointer.
That means there's a 32 bit offset and a 16 bit segment
selector.

* Anormal hook on a direct interrupt changes the 32 bit offset

* Xeno found that we can change the segment selector to
select a new segment where the base + existing 32 bit offset
= attacker code.

* The crazy thing is that we can actually purposely overflow
the 32 bit space in order to jump to code which 1s at a lower
address than the existing 32 bit offset.

» Existing tools (WinDbg, GMER, Memoryze, etc) only look
for a change to the 32 bit offset, so this 1s invisible for the
moment (everyone has been informed)



Review: Segment Descriptors

« “Each segment has a segment descriptor, which specifies the size of
the segment, the access rights and privilege level for the, the segment
type, and the location of the first byte of the segment in the linear
address space (called the base address of the segment).”

at 242322212019 1615 14 13 12 11 8 7
D D
G|/ |L Pl P |S Type
3 L
1615 0
_ 0
| approve L — B64-bit code segment (IA-32e mode only)
of this AVL — Available for use by system software
BASE — Segment base address
summary D/B — Default operation size (0 = 16-bit segment; 1 = 32-bit segment)
DPL — Descriptor privilege level
G — Granularity
LIMIT — Segment Limit
P — Segment present
S — Descriptor type (0 = system; 1 = code or data)

TYPE — Segment type

Figure 3-8. Segment Descriptor 27




Review: Interrupt Gate Descriptor

‘ Note that the two halves
31 me":s‘::ia::m B 7 5 4 0 of the offset form a
32 bit address.

D
Pl |0D1T10 00O 4
L

31 16 15 0

DPL Descriptor Privilege Level
Offset Offset to procedure entry point _ _
P Segment Present flag Descriptors not in use should have P =0

Selector Segment Selector for destination code segment
Size of gate: 1 = 32 bits; 0 = 16 bits

D
:] Reserved

Figure 5-2. IDT Gate Descriptors

Winners don't
use drugs!

28




Logical /}dd ress

; Segment selector

32 bit offset !

Ox8 0x8054129A
l
> ..Base:O Base "
Limit:OxFFFFFFFF l
GDT Ox8054129A

Linear Address

(A)

Logical /iuddress

' Segment selector 32 bit offset !
0x280 0x8054129A
I l
N szlse‘: 0x777E03F7 | Base N
Limit:OxFFFFFFFF
= v
GDT OxF7D216A0

Linear Address

(C)

Logical /}ddress

' Segment selector 32 bit offset '
0x8 OxF7D216A0
— !
|5 Base:0 Base >+
Limit:OXFFFFFFFF ‘}
GDT OxF7D216A0

Linear Address

(B)

Logical »}dd ress

' Segment selector

32 bit offset !

0x280 OxF7E216A0
!
_,| Base: 0xFFF00000 Base "
Limit:OxFFFFFFFF ’
v
GDT OxF7D216A0
Linear Address
(D)



Chaff

* As I'm sure you noticed, I threw in some 3" party
software as chaff - Ctrl2Cap, Daemon Tools, Zone
Alarm, Trusteer Rapport

* | knew this software would make changes to
things like the IDT, SSDT, Inline Hooks, IATs,
IRP Major Function hooks, IRP device attachment

» 31 party software's use of hooking techniques
makes integrity verification that much harder




Ctrl2Cap by itself (device attachment)

IIIII

Type Name Value
AttachedD... \Drver\Kbdclass \Device\KeyboardClass0 Ctrl2cap.5YS [Windows NT Caps-lock Ctil Swapper/Systems Internals)
AttachedD... \Dnver\Kbdclass \Device\KeyboardClass1 Ctl2cap.SYS [Windows NT Caps-lock Chil Swapper/Systems Internals)

I {a p p O rt by ItS e If (SSDT, inline kernel, inline userspace w/dll inject, IRP hook (not shown)

Type | Name | Value

SSDT W2UC:AProgram Files\Trusteer\R apportibin\R apportPG. sys (RapportPG/Trusteer Ltd.) ZwbssignProcessTolobObject [0xFO4BOFAZ)
SSDT Y?AC:AProgram Files\Trusteer\R apportibin\R apportPG. sys (RapportPG/Trusteer Ltd.) Zw(reateFile [0xF04B1438)

SSDT YW2AC:ADocuments and Settingshall Users WINDOWS\Application DatatTrusteer\Rapporthstorehexts\RapportC...  ZwCreateThread [0xF0464830]

SSDT Y?AC:ADocuments and Settingshall Users WINDOWS\Application DatatTrusteer\Rapporthstorehexts\RapportC...  ZwDeleteFile [0xF046341C)

SSDT WPAC:AProgram Files\Trusteer\R apportibin\R apportPG. sys (RapportPG/Trusteer Ltd.) ZwDeleteKey [0xFO4B51AC]

SSDT W2AC:AProgram Files\Trusteer\R apportibin\R apportPG. sys (RapportPG/Trusteer Ltd.) ZwDeleteValueKey [0xF04B51DE]

SSDT Y?AC:\Program Files\T rusteer\R apportibin' R apportPG.sys (RapportPG/Trusteer Ltd.) ZwlLoadKey [0xF04B5340]

SSDT Y?AC:\Program Files\T rusteer\R apportibin' R apportPG.sys (RapportPG/Trusteer Ltd.) ZwOpenFile [0xFO4B1B0E]

SSDT Y?AC:\Program Files\T rusteer\R apportibin' R apportPG.sys (RapportPG/Trusteer Ltd.) Zw0penProcess [0xFO4B10EE]

SSDT Y?AC:\Program Files\T rusteer\R apportibin' R apportPG.sys (RapportPG/Trusteer Ltd.) ZwOpenThread [0xF04B12D8)

SSDT Y?AC:\Program Files\T rusteer\R apportibin'RapportPG.sys (RapportPG/Trusteer Ltd.) ZwProtectVirtualMemory [0xFO4B1404)
SSDT Y?AC:\Program Files\T rusteer\R apportibin'RapportPG.sys (RapportPG/Trusteer Ltd.) Zwluery alueKey [0xFO4B52BE]

SSDT Y?AC:\Program Files\T rusteer\R apportibin'RapportPG.sys (RapportPG/Trusteer Ltd.) ZwRenameKey [0xF04B5220]

SSDT Y?AC:\Program Files\T rusteer\R apportibin'RapportPG. sys (RapportPG/Trusteer Ltd.) ZwReplaceKey [0xF04B5252)

SSDT Y?MC:A\Program FileshTrusteer\R apportibin\R apportPG. sys (RapportPG/Trusteer Ltd.) ZwRestoreKey [0xF04B5284]

SSDT Y?MC:AProgram FileshTrusteer\R apport\bin\R apportPG. sys (RapportPG/Trusteer Ltd.) ZwSetContextThread [0xFO4B0F48]

SSDT Y?MC:ADocuments and Settingshall Users WINDOwWS\bpplication Data\Trusteer\R apport\store\exts\RapportC...  ZwSetinformationFile [0xF0463430]

SSDT YIAC\Documents and Settings\all Users. WINDOWS\Application Data\Trusteer\Rapport\storehexts\RapportC...  ZwSetvalueKey [0xF046476C)

SSDT Y?AC:\Program Files\T rusteer\R apportibin'\RapportPG. sys (RapportPG/Trusteer Ltd.) ZwSuspendT hread [0xFO4BOEE 4]

SSDT YIAC\Documents and Settings\all Users. WINDOWS\Application DatatTrusteer\Rapport\storehexts\RapportC...  ZwTeminateProcess [0xF0463342)

SSDT Y2AC:\Program Files\T rusteer\R apportibin'RapportPG. sys (RapportPG/Trusteer Ltd.) ZwTeminateThread [0xFO4B0ES0)

PAGE ntkimlpa.exelZwluery alueKey + 349 80618881 7 Bytes JMP FFF7B40

text C:\Program FileshTrusteer\Rapport\bin'R apport gmtService. exe[2424] ntdll. dIIKiU serdpcDispatcher 7CI0E450 5 Bytes JMP 00413D30 C:\Program FileshTrusteer\Rapport\bin\R apportMgmtService.ex...
text C:\Program FileshTrusteer\Rapport\bin'R apporttdgmtService. exe[2424] kemel32. dil LoadLibraryE s\ + C4 7C801BBYI 4 Bytes CALL 71470001

text C:\Program FileshTrusteer\Rapport\bin'R apporttdgmtService. exe[2424] WS 2_32 dllgetaddrinfo 714B246F 5 Bytes JMP 71410022

text C:\Program FileshTrusteer\Rapport\bin'R apporttdgmtService. exe[2424] WS2_32 dllgethostbyname 714B5355 5 Bytes JMP 714E0022

text C:\Program Files\Trusteer\R apportibin'R apportService. exe[2556] ntdll. dIlKiU serdpcDispatcher 7CI0E450 5 Bytes JMP 0043E3D0 C:\Program FileshTrusteer\Rapport\bin\RapportService.exe (Ra...
text C:\Program FileshTrusteer\Rapport\bin'R apportService. exe[2556] kemel32. dllLoadLibraryE v + C4 7C801BBY 4 Bytes CALL 71480001

text C:\Program FileshTrusteer\Rapport\bin'R apportService. exe[2556] USER32. dllGetGUIThreadinfo + FB 7E428023 6 Bytes JMP 71AEQDTE 31
text C:\Program FileshTrusteer\Rapport\bin'R apportService. exe[2556] WS2_32.dllgetaddrinfo 714B246F 5 Bytes JMP 719E0022

text C:\Program FileshTrusteer\Rapport\bin'R apportService. exe[2556] WS2_32.dllgethostbyname 714B5355 5 Bytes JMP 71420022
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Type I Name | Value
SSDT \SystemRoot\System32\vsdatant. sys [Zoneblarm Firewalling Driver/Check Point Software Technologies LTD) ZwConnectPort [0xF1146534)
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwCreateFile [0xF1140782]
SSDT \SystemRoot\System324vsdatant. sys (Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwCreateKey [0xF115FEDC]
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwCreatePort [0xF1146CCO)
SSDT \SystemRoothSystem324wsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwCreateProcess [0xF1153EB4]
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwCreateProcessEx [0xF1154242)
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwCreateSection [0xF1163316]
SSDT \SystemRoot\System324vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwCreateW aitablePort [0=F114E6DFE]
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwDeleteFile [0xF11413398]
SSDT \SystemRoothSystem324wsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwDeleteKey [0xF1160FE4]
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwDeleteValueKey [0xF116093C)
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwDuplicateObject [0xF1158DF0)
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwlLoadKey [0F116133C)
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwlLoadKey2 [0xF1161B44]
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwOpenFile [0xF1140FA4])
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwOpenProcess [0=F115C1CE]
SSDT \SystemRoothSystem324wsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwOpenThread [0xF115BDF8)
SSDT \SystemRoot\System32\vsdatant. sys [Zoneblarm Firewalling Driver/Check Point Software Technologies LTD) ZwRenameKey [0=F11628D2]
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwReplaceKey [0xF1162208)
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwRequestw aitReplyPort [0xF11460F 4]
SSDT \SystemRoot\System32\vsdatant. sys [Zoneblarm Firewalling Driver/Check Point Software Technologies LTD) ZwRestoreKey [0xF1163244]
SSDT \SystemRoothSystem324wsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwSecureConnectPort [0xF11467DC)
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwSetinformationFile [0=F114175C]
SSDT \SystemRoot\System32\vsdatant.sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwSetSecurityObject [0=F1162E12]
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwSetvalueKey [0:F11600C4]
SSDT \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwSystemDebugControl [0xF1154F04)
SSDT \SystemRoothSystem324wsdatant. sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD) ZwTemminateProcess [0xF1154C86]
text ntkinlpa.exelZwCallbackReturn + 243C 80501C74 12 Bytes [CO, BC, 14, F1, B4, 9E, 15, ...] {SHR BYTE [ESP+EDX-0xf], 0xbd; SAHF ; AD(
text C:\Program Files\CheckPoint\ZaForceFieldilswSve.exe[192] kemel32.dll0penProcess 7C8309E9 5 Bytes JMP 20C7846C C:\Program Files\CheckPoint'Z&F orceField\Plugins\| SWSHEX
text C:\Program Files\CheckPoint\Z&ForceFieldylswSve.exe[192) USER32.dIIDefDIgProc + S6E 7E424248 5 Bytes JMP 20C79270 C:\Program Files\CheckPoint\Z&F orceField\Plugins\SWSHEX
text C:AWINDOWShsystem32\spoolsy. exe[264] ntdll. dlNtdccessCheckByT ype 7CI0CESE 5 Bytes JMP 20C78731 C:\Program Files\CheckPoint\ZAF orceField\Pluginsi| S'WWSHE>
text C:AWINDOWS\system32\spoolsy. exe[264] ntdll. dilNtmpersonateClientOfPort 7C30D3FE 5 Bytes JMP 20C78D58 C:\Program Files\CheckPoint\ZaF orceField\Plugins\SWSHE?
text C:AWINDOWShsystem32\spoolsy. exe[264] ntdll. dIlNtS etinformationProcess 7CI0DCYE 5 Bytes JMP 20C7834B C:\Program Files\CheckPoint\ZaF orceField\Pluginsh SWwWSHE:
text C:AWINDOWShsystem32\spoolsy.exe[264] kemel32.dll0penProcess 7CB309E9 5 Bytes JMP 20C7846C C:\Program Files\CheckPoint\ZAForceFieldyPluginstlS'WSHEX
text C:AWINDOWShsystem32\spoolsy. exe[264]) ADVAPI32.dIlimpersonateN amedPipeClient 77DD7426 5 Bytes JMP 20C7Y8ESD C:\Program Files\CheckPoint\ZaF orceFieldyPluginsh SWwWSHE:
text C:AWINDOWShsystem32\spoolsy. exe[264] ADVAPI32.dIlSetThreadT oken 77DDF193 5 Bytes JMP 20C739036 C:\Program Files\CheckPoint'ZAF orceField\Pluginsi|S'WWSHE>
text C:AWINDOWS\system32\spoolsv.exe[264] USER32.dIlFindwindowdé, 7E4282E1 5 Bytes JMP 20C7828F C:\Program Files\CheckPoint\ZaForceField\Plugins\ SWSHEX
text C:AWINDOWShsystem32\spoolsy.exe[264] USER32. dllFindwindow\w 7E42C9C3 5 Bytes JMP 20C78254 C:\Program Files\CheckPoint'ZAF orceField\Pluginsi| S'WWSHE>
text C:AWINDOWShsystem32\wuauch. exe[368] ntdll.ditNtaccessCheckByType 7CY0CESE 5 Bytes JMP 20C78791 C:\Program Files\CheckPoint\ZaForceFieldYPluginsh S\WSHE>
text C:AWINDOWS \system32vwuauch. exe[368] ntdll. dIlNtmpersonateClientOfPort 7C30D3FE 5 Bytes JMP 20C78D58 C:\Program Files\CheckPoint\Za&F orceField\Plugins\ SWSHE?
text CAWIND WS \sustern32wuaurlt exel3RA1 ntdll AIINES etinfarmatinnProress 7CANNCSF F Rutes JMP 2NC7894R C-\Praaram Files\Cherk PrintZAF areeFisldyPlunins\ SWSHF: ¥
< \ >
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ZwTeminateProcess [0xF1154C86]

80501C74 12 Bytes [CO, BC, 14, F1,B4, 9E, 15, ...] {SHR BYTE [ESP+EDX-0xf], 0xbd; SAHF ; ADC EAX, 0x15a2a2f1; INT1 }

7C8309E3 5 Bytes JMP 20C7846C C:\Program Files\CheckPoint'ZaF orceField\Plugins\ SWSHEX. dll [Zonedlarm Browser Security/Check Point Software Technologies)
7E424248 5 Bytes JMP 20C79270 C:\Program Files\CheckPoint'ZaF orceField\Plugins\ S\WSHEX. dil [Zonedlarm Browser Security/Check Point Software Technologies)

7CI0CESE 5 Bytes JMP 20C78791 C:\Program Files\CheckPoint'\ZaForceField\Plugins\SWSHEX. dll [Zonedlarm Browser Security/Check Point Software Technologies)
7CI0D3FE 5 Bytes JMP 20C78D58 C:\Program Files\CheckPaoint'ZaF orceField\Plugins\IS\WSHEX.dll [Zonealarm Browser Security/Check Point Software Technologies)
7CI0DCYE 5 Bytes JMP 20C7834B C:\Program Files\CheckPoint\ZaF orceField\Pluginsi|S\WSHEX. dll [Zoneblarm Browser Security/Check Point Software Technologies)
7C8309E9 5 Bytes JMP 20C7346C C:\Program Files\CheckPoint'Z&F arceField\Plugins\ S'WSHEX. dll [Zonedlarm Browser Security/Check Point Software Technologies)

77DD7426 5 Bytes JMP 20C78ESD C:\Program Files\CheckPoint\ZaF orceField\PluginsiSWSHEX. dll [Zoneblarm Browser Security/Check Point Software Technologies)
77DDF193 5 Bytes JMP 20C73036 C:\Program Files\CheckPoint'ZaF orceField\Plugins\IS'WSHEX. dll [Zoneslarm Browser Security/Check Point Software Technologies)

7E4282E1 5 Bytes JMP 20C7828F C:\Program Files\CheckPoint'Za&F orceField\Plugins\SWSHEX. dil [Zonedlarm Browser Security/Check Point Software Technologies)

7E42C9C3 5 Bytes JMP 20C78254 C:\Program Files\CheckPoint'\ZaForceField\Plugins\ISWSHEX. dll [Zonedlarm Browser Security/Check Point Software Technologies)

7CI0CESE 5 Bytes JMP 20C78791 C:\Program Files\CheckPoint'ZaForceField\Plugins\ISWSHEX. dll [Zonedlarm Browser Security/Check Point Software Technologies)

7CI0D3FE 5 Bytes JMP 20C78D58 C:\Program Files\CheckPaoint'ZaF orceField\Plugins\IS\WSHEX.dll [Zonealarm Browser Security/Check Point Software Technologies)
ZCANNCAF 5 Rutes JMP 20C7R94R C-\Pranram Files\Cherk PrintZAF arreField\Plunins\ SWSHF X dll IZnnedlarm Brawser Securtu/Check Point Snftware Technnlnnies)

33



Zone Alarm by itself 2

Type

l Name

I Value

14T

14T
14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T

14T
Device
Device
Device
Device
Device
AttachedD...

<

\SystemRoothsystem32\DRIVER S \tepip. sys[NDIS. SYSINdisCloseddapter]
YSystemRoothsystem325DRIVERS \tepip. sys[NDIS.SYSINdisOpenddapter]
\SystemRoot\system32YDRIVERS \tepip.sys[NDIS.SYSINdisRegisterProtocol]
\SystemRoot\system32\DRIVER S \wanarp. sps[NDIS.SYSINdisDereqisterProtocol]
\SystemRoothsystem32\DRIVER S\wanarp. sys[NDIS.SYSINdisRegisterProtocol]
\SystemRoothsystem32\DRIVER S \wanarp. sys[NDIS.SYSINdisOpenddapter]
YSystemRoothsystem32\DRIVER S wanarp. sys[NDIS.SYSINdisCloseddapter]
\SystemRoot\system32\DRIVER S \ndisuio. sys[NDIS.SYSINdisReqisterProtocol]
“SystemRoot\system32\DRIVER Shndisuio. sys[NDIS.SYSINdisDeregisterProtocol)
\SystemRoot\system32\DRIVER S \ndisuio. sys[NDIS.SYSINdisClosetdapter)
\SystemRoothsystem32\DRIVER S\ndisuio. sys[NDIS.SYSINdisOpenddapter]
C:AWINDOWS\system32\spoolsv.exe[264] @ C:AWINDOWS \system32\USER32.dIl [KERNEL32.dilLoadLibrar...

C:AWINDDWShsystem32%wuauch. exe[368] @ C:\WINDODWS\system32YUSER32.dll [KERNEL32. dllLoadLibrar...
C:\Program Files\WYMware\WMware Tools\vmtoolsd. exe[492] @ C:AWINDOWShsystem32\USER32.dIl [KERNEL...
C:AWINDOWS\system32\winlogon.exe[700] @ C:\WINDOWS\system32\USER32.dIl [KERNEL32.dllLoadLibra...
C:AWINDDWShsystem324services. exe[744] @ C:AWINDOWS \system32\JSER32.dll [KERNEL32.dllLoadLibrar...

C:AWINDDWShsystem324lsass. exe[756] @ C:\WINDDOWShsystem32YUSER32.dIl [KERNEL32. dllLoadLibraryE...
C:\Program Files\WYMware\WMware Tools\vmacthlp.exe[904] @ C:\WINDOWShsystem32\USER32.dIl [KERNE...

C:AWINDDWShsystem324svchost. exe[928] @ C:\WINDODWS\system32YUSER32.dll [KERNEL32. dllLoadLibrar...
C:AWINDDWShsystem32hwbembwmipryse. exe[348] @ C:AWINDOWS\system32\USER32.dIl [KERNEL32.dllLo...

C:AWINDOWS\system32\svchost.exe[1008] @ C:AWINDOWS \system32\USER32.dIl [KERNEL32.diLoadLibr...
C:\Program Files\VYMware\WMware Tools\WMwareT ray.exe[1088] @ C:\WINDOWS \system32\JISER32.dll [KE...
C:\Program Files\YMware\WYMware Tools\WMwareU ser.exe[1096] @ C:\WINDOWShsystem32\USER32.dIl [KE...
C:AWINDOWS\System324svchost.exe[1120] @ C:AWINDOWShsystem324USER32.dll [KERNEL32.dllLoadLibr...
C:\WINDDWShsystem324svchost.exe[1200] @ C:\WINDDWShsystem32YUSER32.dIl [KERNEL32.dllLoadLibr...

C:AWINDOWShsystem32\ctfmon. exe[1232] @ C:AWINDOWS \systerm325USER32.dIl [KERNEL3Z.dllLoadLibrar...

C:AWIND OWShsystem32hsvchost exe[1280] @ C:AWINDOWShsystem32\USER32.dl [KERNEL32.dllLoadLibr...

C:\Program Files\¥YMware\WMware Tools\WMUpagradeHelper.exe[1336] @ C:\WINDDWShsystem32YUSER32.d...

C:AWINDOWS\system32\svchost. exe[1732] @ C:AWINDOWS \system32\USER32.dIl [KERNEL32.diLoadLibr...
C:\Program Files\MySQLMMySOL Server 5.1\binvmysqld.exe[1816] @ C:\WINDOWS\system32\USER32.dIN [K...
C:AWINDOWSAE splorer. EXE[1916] @ C:AWINDDOWShsystem324USER32.dll [KERNEL32. dill LoadLibraryE #\w]

C:AWINDOWS\System324alg.exe[2312) @ C:AWINDOWShsystem325\USER32.dIl [KERNEL32.dllLoadLibraryE ...
C:AWINDOWS\system32\wscntfy.exe[2364] @ C:AWINDOWS \system32\USER32.dIl [KERNEL32.dllLoadLibra...
C:\Documents and Settings\user\Desktoph20t0r 47 exe[4040] @ C:AWINDOWShsystem32YUSER32.dIl [KERN...

\Driver\Tcpip \Device\lp
\Driver\Tcpip \Device\Tcp
\Driver\Tcpip \DevicetUdp
\Driver\Tcpip \Device\Rawlp
\Driver\Tcpip \Devicel\lPMULTICAST
‘FileSystem\F astfat YFat

[F114BCBA] \SystemR oothSystem324wvsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw
[F114B4C8] \SystemR oot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw
[F114BE72] \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw.
[F1149C24] \SystemR oot\System324wvsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw
[F114BE72] \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw.
[F114B4C8] \SystemR oot\System324vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw
[F114BCBA] \SystemR oothSystem324vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw
[F114BE72] \SystemRoot\System32\vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw.
[F1149C24] \SystemR oot\System324vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw
[F114BCBA] \SystemR oothSystem324wsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw
[F114B4C8] \SystemR oot\System324vsdatant. sys [Zonedlarm Firewalling Driver/Check Point Softw
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\|SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\ISWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint\ZaF orceField\Plugins\ISWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\|SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint\ZaF orceField\Plugins\SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\|SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint\ZaF orceField\Plugins\|SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\|SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\ SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint\ZaF orceField\Plugins\ISWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\|SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint\ZaF orceField\Plugins\SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\ISWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint\ZaF orceField\Plugins\SWSHEX. dil (Zoneblarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\|SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint\ZaF orceField\Plugins\ SWSHEX. dll [Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\|SWSHEX. dil (Zonedlarm Browser
[20C7835C] C:\Program Files\CheckPoint'ZaF orceField\Plugins\SWSHEX. dil (Zonedlarm Browser
vsdatant.sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD)

vsdatant.sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD)

vsdatant.sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD)

vsdatant.sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD)

vsdatant.sys [Zonedlarm Firewalling Driver/Check Point Software Technologies LTD)

fltMar. sys [Microsoft Filesystem Filter Manager/Microsoft Corporation)

| W
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Daemon Tools Lite w/ SPTD

(SPTD is responsible for most hooks)
(SSDT, IDT, inline kernel, missing (possibly hidden) files, IAT, IRP MJ table hooks)

Type | Name I Value

SSDT sptd.sys ZwCreateKey [0xFI7C89E0D]

SSDT sptd.sys ZwEnumerateKey [0xFI7FDOEE]

SSDT sptd.sys ZwEnumerateValueKey [0xFI7FD47C]

SSDT sptd.sys ZwDpenKey [0xFI7C39C0]

SSDT sptd.sys ZwlueryKey [0xF37FD554]

SSDT sptd.sys ZwlueryWalueKey [0xFI7FD3D4]

SSDT sptd.sys ZwSetvValueKey [0xFI7FD5SEE)

INT 0x62 ? 819DBCES

INT 0x82 ? 819DBCES

text sptd.sys F378C000 32 Bytes [38, 22, 6D, 80, 20, 27, 6D, ...]

text sptd.sys FI78C024 4 Bytes [74, EF, 77, F9] {JZ OxfCFeeereeeeee ; Ja Oufeeeeeeeeeeeerd}

text sptd.sys F978C02C 116 Bytes [5E, 36, 54, 80, 9C, AD, 52, ...]

text sptd.sys F378C0&1 67 Bytes [5C, 53,80, E4, 51,50, 80, ...]

text sptd.sys F978C0OES 239 Bytes [4F, 54, 80, 50, 6C, 53, 80, ...]

Sext

.sptd2 C:AWINDOWShsystem32\drivershsptd. sys entry point in ".sptd2" section [0xF386604AD]

? C:AWINDOWShsystem32\drivershsptd. sys The process cannot access the file because it is being used by another process.

? System324\Drivershae3rgovd.SYS The system cannot find the path specified. !

14T SWWINDOWShsystem32\DRIVERSAPCIIDEX. SYS[HAL. AI'WRITE_PORT_ULONG) [FI7BE22E] sptd.sys

14T SWINDOWS \system32\DRIVERSAYPCIIDEX. SYS[HAL. dIlREAD_PORT_UCHAR] [F978D71C] sptd.sys

14T SWINDOWS \system32\DRIVERSYPCIIDEX. SYS[HAL. dINRITE_PORT_UCHAR] [F978DFOE] sptd.sys

14T atapi.sys[HAL. dIlREAD_PORT_UCHAR] [F978D71C] sptd.sys

14T atapi.sys[HAL.dI'READ_PORT_BUFFER_USHORT] [F978D310] sptd.sys

14T atapi.sys[HAL.I'READ_PORT_USHORT) [F978D852] sptd.sys

14T atapi.sys[HAL. dInWRITE_PORT_BUFFER_USHORT) [FI78EQEC]) sptd.sys

14T atapi.sys[HAL. dI'WRITE_PORT_UCHAR] [F978DFOE] sptd.sys

14T \SystemRoothSystem32YDRIVERS\IB042prt. sys[HAL dIIREAD_PORT_UCHAR] [F97A1CES) sptd.sys

Device \FileSystem'\Ntfs \Nifs 819481E8

Device \Driver\NetBT \Device\NetBT_Tcpip_{194F6820-E1BC-4DD4-ABEE-BDE3ETFIDE...  817AB1ES

Device \Driver\Cdrom \Device\CdRom0 813491E8

Device \Driverhatapi \DevicetldehldeDevicePOTOLO-3 [FIEE 0B 40] atapi.sys[unknown section] {MOY EDX, [ESP+0x8); LEA ECX, [ESP+0x4]; PUSH E&X; MOY EAX, ESP; PUSH E£
Device \Driverhatapi \DevicetldehldePort0 [FIBE OB 40] atapi.sys[unknown section] {MOY EDX, [ESP+0x8]; LEA ECX, [ESP+0x4]; PUSH EAX; MOV E&X, ESP; PUSH E£
Device \Driverhatapi \Devicehldehl dePort1 [FIBE DB 40] atapi.sys[unknown section] {MOY EDX, [ESP+0x8]; LEA ECX, [ESP+0x4]; PUSH E&X; MOY EAX, ESP; PUSH E£
Device \Driverhatapi \DevicetldehldeDeviceP1TOLD-e [FIEE OB 40] atapi.sys[unknown section] {MOY EDX, [ESP+0x8); LEA ECX, [ESP+0x4]; PUSH EAX; MOY EAX, ESP; PUSH E£
Device \Driver\Cdrom ‘\Device\CdRom3 819491E8

Device \DriversNetBT \Device‘\NetBt_Wins_Export 8174B1ES

Device \Driver\NetBT \Device\NetbiosSmb 817AB1ES

Device \Driver\PCI_PNPE892 \Device\0000007 a sptd.sys

Device \Driver\PCI_PNPE892 \Device\0000007 a sptd.sys

Device \FileSystem\MRxSmb \Device\LanmanD ataaramR eceiver 815251E8

Nevire \FileSustem\MRxSmh \Nevirehl anmanBedirertnr R1R2R1FR

< >
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Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Reaq
Reaq
Req
Reaq
Reaq
Reaq
Reg
Reaq
Reg
Req
Reaq
Req
Reg
Reaq
Reaq
Req

<

Daemon Tools Lite w/ SPTD

(SPTD is responsible for most hooks) (hidden registry entries)

\Driver\atapi \Device\lde\ldeDevicePOTOLO-3
\Driver\atapi \Device\lde\ldePort0

\Driver\atapi \Devicehlde\ldePort1

\Driver\atapi \Devicetlde\ldeDeviceP1TOLO-e
\Driver\Cdrom \Device\CdRom3

\Driver\NetBT \Device\NetBt_\Wins_Export

\Driver\NetBT \Device\NetbiosSmb

\Driver\PCI_PNPE832 \Device\0000007a
\Driver\PCI_PNPE832 \Deviceh0000007a
YFileSystem\MRxSmb \Device\LanmanD atagramR eceiver
YFileSystem\MRxSmb \Device\LanmanRedirector
\Driver\ae3rgovd \Deviceh\Scsi\ae3rgovd1Port2Path0T argetOLun
\Driver\ae3rgovd \Device\Scsitae3rgovd]
‘FileSystemiCdfs \Cdfs

HKLMASYSTEMACurrentControlS et\Serviceshsptd\Cfa@s1
HKLMASYSTEMACurrentContralSet\ServiceshsptdiCfg@s2
HKLMASYSTEMA\CurrentControlSet\ServiceshsptdiClg@h0

HKLMASYSTEMACurrentControlS et\Services\sptd\Cfah14313EA44348F 3B 4443CF105..
HKLMASYSTEMA\CurrentControlSet\ServiceshsptdiCfgh 1491 SEA43ABF 3B 4443CF105...
HKLMASYSTEMACurrentControlSet\ServiceshsptdiCfgh 1491 SEA49ABF 3B 4443CF105...
HKLMASYSTEMACurrentControlSet\Serviceshsptd\Cfgh14919EA4948F 3B 4443CF105...
HKLMASYSTEMA\CurrentControlSet\ServiceshsptdiCfgh 1431 9EA43ABF 3B 4443CF105...
HKLMASYSTEMA\CurrentControlSet\ServiceshsptdiCfgh 1431 9EA43ABF 3B 4443CF105...
HKLMASYSTEMA\CurrentControlSet\ServiceshsptdiCfgh 1491 SEA49ABF 3B 4443CF105...
HKLMASYSTEMACurrentContralSet\S erviceshsptdiCfgh 1491 SEA49A8F 3B 4443CF105...
HKLMASYSTEM\CurrentControlSet\ServiceshsptdiCfgh 1431 9EA43ABF 3B 4443CF105...
HKLMASYSTEMACurrentControlS et\Services\sptd\Cfah14313EA4348F 3B 4443CF105..

HKLMASYSTEMAControlS et002\S erviceshsptdiCfah14919EA44948F 3B 4443CF1058D...
HKLMASYSTEMA\ControlSetDD24S ervices\sptd\Cfah14919EA4948F 3B 44.43CF1058D. ..
HKLMASYSTEMAControlSet002\S erviceshsptdiCfah14919E44948F 3B 4443CF1058D...

[FIBEOB40] atapi. sys[unknown section] {MOY EDX, [ESP+0x8); LEA ECX, [ESP+0x4]; PUSH EAX; MOV EAX, ESP; PUSH E
[FIEE DB 40] atapi.sys[unknown section] {MOV EDX, [ESP+0x8); LEA ECX, [ESP+0x4]; PUSH E&X; MOV E&X, ESP; PUSH E
[FIBE OB 40] atapi.sys[unknown section] {MOY EDX, [ESP+0x8]; LEA ECX, [ESP+0x4); PUSH EAX; MOV EAX, ESP; PUSHE
[FIBE DB 40] atapi.sys[unknown section] {MOV EDX, [ESP+0x8]; LEA ECX, [ESP+0x4]; PUSH EAX; MOV E&X, ESP; PUSH E
819491E8

8174B1ES

8174B1ES

sptd.sys

sptd.sys

815251E8

815251E8

818EE1ES

818EE1ES

818C01ES

771343423

285507792

1

C:\Program Files\DAEMON Tools Lite’
(0x00 0x00 0x00 000 ...
0

0x4B 0x04 0x25 0x35 ...

(0xA0 0202 0200 0x00 ...
0427 0419 0x4D 0xES ...

0x6F 0x26 0x1E 060 ...

C:\Program Files\DAEMON Tools Lite’
0x00 0x00 0x00 000 ...
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Daemon Tools Lite w/ SPTD

(SPTD is responsible for most hooks) (IAT, IRP MJ table hooks)

Type l Name | Value

14T atapi.sys[HAL. dINRITE_PORT_UCHAR] [F978DFOE] sptd.sys

14T YSystemRoothSystem325\DRIVERSYB042prt. sys[HAL. dIlREAD_PORT_UCHAR] [F97A1CES] sptd.sys

Device YFileSystem'Ntfs \Ntfs IRP_MJ_CREATE 819481E8

Device YFileSystem'Ntfs \Nifs IRP_MJ_CLOSE 813481E8

Device YFileSystemiNtfs \Ntfs IRP_MJ_READ 819481E8

Device YFileSystemiNtfs \Nifs IRP_MJ_WRITE 813481E8

Device YFileSystemiNtfs \Ntfs IRP_MJ_QUERY_INFORMATION 819481E8

Device YFileSystem\Ntfs \Nifs IRP_MJ_SET_INFORMATION 819481E8

Device YFileSystemiNtfs \Ntfs IRP_MJ_QUERY_EA 819481E8

Device ‘FileSystemiNtfs \Nifs IRP_MJ_SET_EA 813481E8

Device YFileSystemiNtfs \Ntfs IRP_MJ_FLUSH_BUFFERS 819481E8

Device ‘FileSystem'Ntfs \Nifs IRP_MJ_QUERY_VOLUME_INFORMATION 813481E8

Device YFileSystemiNtfs \Ntfs IRP_MJ_SET_VOLUME_INFORMATION 819481E8

Device YFileSystem'Ntfs \Nifs IRP_MJ_DIRECTORY_CONTROL 813481E8

Device YFileSystemiNtfs \Ntfs IRP_MJ_FILE_SYSTEM_CONTROL 819481E8

Device YFileSystem'Ntfs \Ntfs IRP_MJ_DEVICE_CONTROL 813481E8

Device YFileSystemiNtfs \Nifs IRP_MJ_SHUTDOWN 819481E8

Device ‘FileSystemiNtfs \Nifs IRP_MJ_LOCK_CONTROL 813481E8

Device YFileSystem'Ntfs \Nifs IRP_MJ_CLEANUP 819481E8

Device YFileSystem'Ntfs \Nifs IRP_MJ_QUERY_SECURITY 819481E8

Device YFileSystemiNtfs \Ntfs IRP_MJ_SET_SECURITY 819481E8

Device “FileSystem'Ntfs \Nifs IRP_MJ_QUERY_QUOTA 819481E8

Device YFileSystemiNtfs \Nitfs IRP_MJ_SET_QUOTA 819481E8

Device YFileSystem'Ntfs \Ntfs IRP_MJ_PNP 819481E8 v IRP hooks
Device \Driver\NetBT \Device\NetBT_Tcpip_{194F6520-E1BC-4DD4-AB6E-BDE3E1FIDEQE} IRP_MJ_CRE... 818DB1ES NTAPI reqist
Device \Driver\NetB T ‘\Device\NetBT_Tepip_{194F6820-E 1BC-4DD4-AB6E-BDE3E1FSDEOE} IRF_MJ_CLO... S18DBIES © Iegistry scan About ...
Device \Driver\NetBT \Device\NetBT_Tcpip_{194F6820-E1BC-4DD4-ABEE-BDE3E1FIDEQE} IRP_MJ_DEV... S818DB1ES IRP files scan
Device \Driver\NetBT \Device‘\NetBT_Tcpip_{194F6320-E1BC-4DD4-ABBE-BDE3E1FIDEDE} IRP_MJ_INT...  S18DB1ES ' L
Device \Driver\NetBT \Device\NetBT_Tepip_{194F6820-E1BC-4DD4-4B6E-BDE3E1FIDECE} IRP_MJ_CLE... 818DB1ES v File version info
Device \Driver\NetBT YDevice\NetBT_Tcpip_{194F6320-E1BC-4DD4-ABBE-BDE3E1FIDEDE} IRP_MJ_PNP  S18DB1ES Only non M5 files
Device \Driver\Cdrom ‘Device\CdRom0 IRP_MJ_CREATE 813491E8

Device \Driver\Cdrom \Device\CdRom0 IRP_MJ_CLOSE 819491E8

Device \Driver\Cdrom ‘Device\CdRom0 IRP_MJ_READ 813491E8

Device \Driver\Cdrom \Device\CdRom0 IRP_MJ_WRITE 819491E8

Device \Driver\Cdrom \Device\CdRom0 IRP_MJ_FLUSH_BUFFERS 819491E8

Device \Driver\Cdrom \Device\CdRom0 IRP_MJ_DEVICE_CONTROL 819491E8

Device “Driver\Cdrom \Device\CdRom0 IRP_MJ_INTERNAL_DEVICE_CONTROL 819491E8

Device \Driver\Cdrom \Device\CdRom0 IRP_MJ_SHUTDOWN 819491E8

Device \Driver\Cdrom \Device\CdRom0 IRP_MJ_POWER 813491E8

Device \Driver\Cdrom \Device\CdRom0 IRP_MJ_SYSTEM_CONTROL 819491E8

Device \Driver\Cdrom \Device\CdRom0 IRP_MJ_PNP 813491E8

Device \Driver\atapi \Devicetlde\ldeDevicePOTOLO-3 IRP_MJ_CREATE [FIEE DB 40] atapi.sys[unknown section] MOV EDX, [ESP+0x8); LEA ECX, [ESP+0x4]; ...

< <X XX

v
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Shadow Walker + FUTo

(shadow walker not relevant without fu/futo because it's hardcoded to search for msdirectx.sys
FUTo set to hide msdirectx.sys, mmpc.sys, and pid 4 (System))

B GMER 1.0.15.15530

Rootkit/Malware | 555 |

Type Name Value

INT 0=0E ? FIEEES1E

Device \Driversmsdirectx \Device\msdirects FOE512D0

Module YVPACNWINDOWShsystem32\drivers\msdirects. sys [ hidden ** ] FOBS0000-FOBE5000 (86016 bytes)
Module YPACNWINDDWShsystem32\drivers\mmpe. sys [ hidden ** ) FSEEEOODO-FSEFO000 (8192 bytes)
Process [ hidden ** ) [0] 813CCa30

Basic Hook Hide File only

(SSDT hook, had to make a file with _cool_in the name to hide)

B GMER 1.0.15.15530
Rootkit/Malware I 53> |

Type Name Value
SSDT YPMCAWINDDWS system32hdrivershCtrl 2Cap.sys ZwlueryDirectoryFile [0=FSF30592)
File C:AWINDOWS \system32hdriversh_cool_beans 0 bytes
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Vanquish only 1

Rootkit/Malware l 333 I

Type | Name l Yalue
text C:AWINDDWShsystem32hwinlogon. exe[680] kernel32.dll LoadLibraryE <t 7C8014F5 5 Bytes JMP 01AE34CC
text C:AWINDDWShsystem32hwinlogon. exe[680] kernel32.dll CreateProcess'w 7C802336 5 Bytes JMP 014F31C3
text C:AWINDDWShsystem32hwinlogon. exe[680] kernel32.dll CreateProcessa, 7C80236B 5 Bytes JMP 014F30CO0
text C:AWINDDWShsystem32hwinlogon. exe[680] kernel32.dllFreeLibrary 7CB0ACTYE 5 Bytes JMP D14F3DAS
text C:AWINDDWS system32winlogon. exe[680] kernel32. dllFindFirstFileE </ 7CB0EB1D 5 Bytes JMP 014F3EE0
text C:AWINDDWShsystem32winlogon. exe[680] kernel32. dllFindN extFile\ 7CB0EFDA 5 Bytes JMP 014F3F3C
text C:AWINDDWS \system32winlogon. exe[680] ADVAPI32.dIlRegCloseKey 77DDEC27 5 Bytes JMP 014F4C22
text C:AWINDDWS \system32winlogon. exe[680] ADVAPI32.dIlR egE numKeyE «w 77DD7BDA 5 Bytes JMP 014F4D72
text C:AWINDDWShsystem32winlogon. exe[680] ADVAPI32.dIlR egE numV alue\w’ 77DD7EED 5 Bytes JMP 014F4E54
text C:AWINDOWS\system32\winlogon. exe[680] ADVAPI32.dIlR egE numKey'w 77DDD5SE4 5 Bytes JMP 014F4C30
text C:AWINDODWS\system32\winlogon. exe[680] ADVAPI 32.dIlR egE numKeyE . 77DES1BE 5 Bytes JMP 014F4DE3
text C:AWINDDWS\system32\winlogon. exe[680] ADVAPI 32.dllR eqE numKeyd, 77DES3BS 5 Bytes JMP 014F4D01
text C:AWINDOWS\system32\winlogon. exe[680] ADVAPI32.dllCreateProcessbsU serw 77DEARAT 5 Bytes JMP 014F33C3
text C:AWINDOWS \system32\winlogon. exe[680] ADVAPI 32 dlE humS ervicesStatusd, 77DFEB47 5 Bytes JMP 014F50B0
text C:AWINDDWShsystem32hwinlogon. exe[680] ADVAPI 32 dIlR egE numValued, 77DFIBEF 5 Bytes JMP D14F4ECS
text C:AWINDODWShsystem32hwinlogon. exe[680] ADVAPI 32 dll CreateProcessbsU serd 77ET10CES 5 Bytes JMP 014F32C6
text C:AWINDOWS\system32\winlogon. exe[680] ADVAPI32. dlilRegQueryMultipleValuesss.  77E3568F 5 Bytes JMP 014F4FEF
text C:AWINDOWS\system32\winlogon. exe[680] ADVAPI32. dllIRegQueryMultipleValues\w  77E359F1 5 Bytes JMP 014F4F36
text C:AWINDOWS\system32\winlogon. exe[680] ADVAPI 32 dllE humS ervicesStatus\w 77E37DE1 5 Bytes JMP 014F55D7
text C:AWINDOWS\System324svchost. exe[1088] kernel32.dlllLoadLibraryE s\ 7C801AF5 5 Bytes JMP 01C134CC
text C:AWINDOWS\System324hsvchost. exe[1088] kernel32.dll CreateProcess'w 7C802336 5 Bytes JMP D1CB31C3
let CAWINDOWS\System32\svchost exf1068] kemel32 di CreateProcessh 7Ca02368 5 Bytes JMP D1CBI0CD

File C:\wanquish-0.2.1

File C:\wanquish-0.2.1%bin

File C:\wanquish-0.2.1\bin\bind.exe

File C:\wanquish-0.2.1\bin\vanquish.dll

File C:\wanquish-0.2.1\bin\vanquish.exe

File C:\wanquish-0.2.1%installer.cmd

File C:‘wanquish-0.2.1%Readie.txt

File C:\wanquish-0.2.1\setup.cmd

File C:\wanquish.log

(inline hooks, hidden DLLs, hidden service, hidden registry keys, hidden files)

B GMER 1.0.15.15530

0 bytes

0 bytes

38160 bytes executable
49152 bytes executable
24576 bytes executable
2630 bytes

13703 bytes

1082 bytes

117 bytes



Vanquish only 2

(inline hooks, hidden DLLs, hidden service, hidden registry keys, hidden files)

B GMER 1.0.15.15530

Rootkit/Malware I >3 |

Type I Name I Value \
text C:\WINDOWSAE xplorer. EXE[1836) ADVAPI32. dllRegQuerytMultipleV aluesis 77E359F1 5 Bytes JMP 01844F36
text C:\WINDOWSAE splorer. EXE[1836] ADWVAPI32.dIlE numS ervicesStatus' 77E37DE1 5 Bytes JMP 018455D7
Library [** hidden ** ] @ C:\Program Files\Mware\WhMware Tools\\MwareTray.exe [380] 0x01AE0000

Library [** hidden ** ] @ C:\Program Files\YMware\WMware Tools\VMwareTray.exe [380] 0=x00C70000

Library (** hidden ** ] @ C:\Program Files\WMware'WMware Tools'WMwareTray.exe [380] 0=00CA0000

Library [** hidden ** ] @ C:\Program Files\Mware\WMware Tools\WMwarellser.exe [388] 0x01AE0000

Library [** hidden ** ] @ C:\Program Files\*Mware\WMware Tools\WMwarellser.exe [388] 0=003F0000

Library [** hidden ** ] @ C:\Program Files\YMware\WMware Tools\WMwarelser.exe [388] 0=00B20000

Library [** hidden ** ] @ C:\WINDDWS\system32hctimon.exe [404] 0x01AE0000

Library [** hidden ** ] @ C:\WINDDWS\system32hctimon.exe [404] 0x00340000

Library [** hidden ** ] @ C:\WINDDWS\system32hctimon.exe [404] 0=x003F0000

Library [*** hidden ** ] @ C:\WINDOWS\system32hwinlogon.exe [680] 0x01520000

Library [** hidden ** ] @ C:\WINDOWS\system324winlogon.exe [E680] 0x01550000

Library [ hidden ** ] @ C:\WINDOWS\system32Ywinlogon.exe [E680] 0=x00BFOO00

Library [*= hidden ** ] @ C:\WINDOWS \system32hsvchost. exe [308] 0x01AE0000

Library [** hidden ** ] @ C:\WINDODWS\system324svchost. exe [308] 0x00430000

Library [*** hidden ** ) @ C:\WINDOWS\system324svchost.exe [308] 0x004C0000

Library [** hidden ** ] @ C:\Documents and Settingshuser\Desktop\20t0r1 47 exe [1092] 0=01AE0000

Library [*** hidden ** ] @ C:\Documents and Settings\user\Desktoph20t0r1 47 exe [1092] 0x00320000

Library [** hidden ** ] @ C:\Documents and Settings\user\Desktop\20t0r 47 exe [1092] 0=003B0000

Library [ hidden ** ] @ C:AWINDOWS\system32hcmd. exe [1228] 0=01AE0000

Library [ hidden ** ] @ C:\WINDOWShsystem32hemd. exe [1228] 0=00310000

Library [** hidden ** ] @ C:\WINDOWS\system32hcmd.exe [1228] 0x00340000

Library [*** hidden ** ) @ C:\WINDOWSA\E splorer. EXE [1836] 0x01AE0000

Library [ hidden ** ] @ C:\WINDOWSA\Explorer. EXE [1836] 0x01810000

Library [*** hidden == ] @ C:\WINDOWSA\E splorer. EXE [1836] 0x01840000

Service C:WWINDOWS \vanquish.exe [** hidden ** ) [AUTO] vanquish

Reg HKLMASYSTEMACurrentControlSet\Services\vanquish

Req HKLMASYSTEMA\CurrentControlSet\S ervices\wvanquish@T ype 272

Reg HKLMASYSTEMACurrentControlSet\Services\vanquish@Start 2

Reg HKLMASYSTEMACurrentControlS ethS ervices\wanquish@E rrorControl 1

Reg HKLMASYSTEMACurrentControlSet\Services\vanquish@lmagePath "CAWINDOWS\vanquish.exe"
Reg HKLMASYSTEMACurrentControlSet\Services\vanquish@DisplayM ame Yanquish Autoloader +0.2.1

Reg HKLMASYSTEMACurrentControlSethServices\wanquish@0bjectN ame LocalSystem 40
< | >



Hacker Defender only 1

(inline hooks, hidden files, process, services, network port 4500 (not shown))

Rootkit/Malware I >33 ]

| Value |
The system cannot find the file specifi...

Type | Name
? C:\hxdef100rshedefdry. sys

est
et
ext
lest
lext
est
lext
ext
lest
Lext
et
lext
ext
et
Lext
lest
lext
lext
lest
ext
lest
ext
lext
lest
Lext
lest
Lext
lext
et
ext
Jlest
ext
lext
Jest

C:\Program Files\WMwaretWMware Tools\vmtoolsd.exe[192] ntdll.dllNtCreateFile

C:\Program Files\VMwaretWMware Tools\vmtoolsd.exe[132] ntdll.dllNtCreateFile

C:\Program Files\YMware\VYMware Tools\vmtoolsd.exe[192] ntdll.dINtD eviceloControlFile
C:\Program Files\YMware\VMware Tools\vmtoolsd.exe[192] ntdll.dINtE numerateKey
C:\Program Files\YMware\VYMware Tools\vmtoolsd. exe[192] ntdll.dINE humeratel alueKey
C:\Program Files\VMware\VYMware Tools\vmtoolsd.exe[192] ntdll.dIlNtO penFile

C:\Program Files\WMwaretWMware Tools\vmtoolsd.exe[192] ntdll.dIlNtOpenProcess

C:\Program Files\WMwaretWMware Tools\vmtoolsd.exe[192] ntdll.diINtGQueryDirectoryFile
C:\Program Files\VMware\VMware Tools\vmtoolsd.exe[192] ntdll.dINtQuerySysteminformation
C:\Program Files\YMware\VYMware Tools\vmtoolsd.exe[192] ntdll.dINtQuern olumelnformationFile
C:\Program Files\YMware\¥Mware Tools\vmtoolsd.exe[192] ntdll.dIlNtR eadVirttualtdemory
C:\Program Files\WMwaretWMware Tools\vmtoolsd.exe[192] ntdll. dIlNtResumeT hread
C:\Program Files\WMwaretWMware Tools\vmtoolsd.exe[192] ntdll.dIINtYdmCaontrol

C:\Program Files\VMware\VMware Tools\vmtoolsd.exe[192] ntdll.dilLdrLoadDll

C:\Program Files\WMwaretWMware Tools\vmtoolsd.exe[192] kemel32.dilReadFile

C:\Program Files\YMware\WYMware Tools\vmtoolsd.exe[192] ADVAPI3Z. dIlEnumS ervicesStatusa,
C:\Program Files\WMwaretWMware Tools\vmtoolsd. exe[192] ADVAPI32.dIlEnumServicesStatusE <\
C:\Program Files\WMwaretWMware Tools\vmtoolsd.exe[192]) ADVAPI32.dIlEnumS erviceGroup'w
C:\Program Files\YMware\VYMware Tools\vmtoolsd.exe[192] ADVAPI3Z. dIlEnumS ervicesStatusE xd,
C:\Program Files\WMwaretWMware Tools\vmtoolsd.exe[192] WS2_32.dIWSARecy

C:\Program Files\VMware\¥Mware Tools\vmtoolsd.exe[192] WS2_32.dllrecy
C:AWINDDWSASystem32halg. exe[260] ntdll.dIlNtCreateFile

C:AWINDDWSASystem32halg. exe[260] ntdll.dIlNtCreateFile

C:AWINDOWS\System32\alg. exe[260] ntdll. dIlNtD evicel oControlFile
C:AWINDDWShSystem32halg. exe[260] ntdll. dIlMNE numerateKey

C:AWINDOWS\System32\alg. exe[260] ntdll. dIlNE humerate alueKey
C:AWINDDWShSystem32halg. exe[260] ntdll. dIlNtOpenFile

C:AWINDDWShSystem32halg. exe[260] ntdll. dilNtDpenProcess

C:AWINDOWS\System32\alg. exe[260] ntdll. ditNtQueryDirectoryFile
C:AWINDDWShSystem32halg. exe[260] ntdll. dilMNtQuerySystemlnformation
C:\WINDOWSA\System32\alg. exe[260] ntdll. dIINtQuenolumelnformationFile
C:AWINDDWSASystem32halg. exe[260] ntdll. dilNtR eadvirtualtMemary
C:AWINDDWShSystem32halg. exe[260] ntdll. dilNtResumeT hread

C:AWINDOWS\System32\alg. exe[260] ntdll. dItNEYdmControl

-

7CI0D0AE 1 Byte [E9]

7CI0D0AE 5 Bytes JMP 7FFA47D8
7CI0D27E 5 Bytes JMP 7FFA444E
7CI0D2CE 5 Bytes JMP 7FFA3CCC
7CI0D2EE 5 Bytes JMP 7FFA3DCI
7CI0D53E 5 Bytes JMP 7FFA4861
7CI0D5FE 5 Bytes JMP 7FFA476D
7CI0D7EE 5 Bytes JMP 7FFA3BAD
7CI0D92E 5 Bytes JMP 7FFA3AOE
7CI90D38E 5 Bytes JMP 7FFA437E
7CI0DSFE 5 Bytes JMP 7FFA3E28
7CI0DB3E 5 Bytes JMP 7FFA3CT1
7CI0DF1E 5 Bytes JMP 7FFA3CO2
7CI63C3 5 Bytes JMP 7FFA4028
7C801812 5 Bytes JMP 7FFA3924
77DFEB47 5 Bytes JMP 7FFA4206
77E369B8 5 Bytes JMP 7FFA426C
77E36483 5 Bytes JMP 7FFA413D
77E36C2F 5 Bytes JMP 7FFA42D8
714B4CB5 5 Bytes JMP 7FFA40CA
71ABE76F 5 Bytes JMP 7FFA4064
7CI0D0AE 1 Byte [E9]

7CI0D0AE 5 Bytes JMP 7FFA47D8
7CI0D27E 5 Bytes JMP 7FFA444E
7CI0D2CE 5 Bytes JMP 7FFA3CCC
7CI0DZ2EE 5 Bytes JMP 7FFA3DCH
7CI0D53E 5 Bytes JMP 7FFA4861
7CI0D5FE 5 Bytes JMP 7FFA476D
7CI0D7EE 5 Bytes JMP 7FFA3BAD
7CI0D392E 5 Bytes JMP 7FFA3AOE
7CI0DIBE 5 Bytes JMP 7FFA437E
7CI0DSFE 5 Bytes JMP 7FFA3E28
7CI0DB3E 5 Bytes JMP 7FFA3CT1
7CI0DF1E 5 Bytes JMP 7FFA3CO2

- e e,

H
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Hacker Defender only 2

(inline hooks, hidden files, process, services, network port 4500 (not shown))

est
Process
Library
Service
Service
Reqg
Reg
Reg
Reg
Reqg
Reg
Reg
Reqg
Reg
Reg
Reg
Reqg
Reg
Reg
Reqg
Reg
Reg
Reg
Reqg
Reg
Reg
Reg
Reg
Reg
Reg
Reqg
Reg
Reg
Reg
Reqg

C:\Documents and Settingshuser\Desktoph20t0r1 47.exe[2292] ADVAPI32. dIlE numS ervicesStatusE =4,

C:5hrdef100rshxdef100.exe [ hidden *** )
C:hhxdef100rhedef100.exe [ hidden *** ] @ C:\hxdef100rshxdef100.exe [1644)
C:\hedef100r\h=def100.exe [** hidden ** |

HKLMASYSTEMACurrentControlSethControl\S afeB oot\MinimaltHackerD efender1 00
HKLMASYSTEMACurrentControlSethControl\S afeB oothMinimal\HackerD efender1 00@
HKLMASYSTEMACurrentControlSethControl\S afeB oot\MNetwark \H ackerD efender100
HKLMASYSTEMACurrentControlSethControl\S afeB oot\MNetwork \H ackerD efender1 0@
HKLMASYSTEMACurrentControlSethServices\HackerDefender100
HKLMASYSTEMACurrentControlSethServiceshHackerDefender1 00@Type
HKLMASYSTEMACurrentControlSethServices\HackerDefender1 00@5tart
HKLMASYSTEMACurrentControlSethServices\HackerDefender1 00@E rrorControl
HKLMASYSTEMACurrentControlS et\Services\HackerD efender1 00@@ImagePath
HKLMASYSTEMACurrentControlSethServiceshHackerD efender1 00@DisplayN ame
HKLMASYSTEMACurrentControlSethServices\HackerDefender1 00@0bjectName
HKLMASYSTEMACurrentControlSethServices\HackerDefender1 00@D escription
HKLMASYSTEMACurrentControlSethServices\HackerD efender1 00M\S ecurity
HKLMASYSTEMACurrentControlSethServices\HackerD efender1 00\S ecurity@S ecurity
HKLMASYSTEMACurrentControlSethServices\HackerDefenderDr100
HKLMASYSTEMACurrentControlSethServices\HackerD efenderDrv1 00@E rrorControl
HKLMASYSTEMACurrentControlSethServices\HackerD efenderDrv1 00@ImagePath
HKLMASYSTEMACurrentControlSethServices\HackerDefenderDr100@Start
HKLMASYSTEMACurrentControlSethServices\HackerDefenderDr100@T ype
HKLMASYSTEMAControlSetD024Control\S afeB oathMinimal\HackerDefender1 00 [not active ControlSet)
HKLMASYSTEMAControlSet002\Control\S afeB oot\Minimal\HackerD efender1 00{@
HKLMASYSTEMAControlSet002\ControlhS afeB oot\Network \HackerD efender1 00 [hot active Control...
HKLMASYSTEMAControlSet002\ControlhS afeB oot\Network \HackerD efender1 00
HKLMASYSTEMAControlSetD02\S ervices\HackerDefender1 00 [not active ControlSet)
HKLMASYSTEMAControlSetD02\Services\HackerDefender1 00@Type
HKLMASYSTEMAControlSet002\S ervices\HackerD efender1 00@Start
HKLMASYSTEMAControlS et0024\S ervices\H ackerD efender1 00@E rrorControl
HKLMASYSTEMAControlSetD02\Services\HackerDefender1 00i@ImagePath
HKLMASYSTEMAControlSetD024\Services\HackerDefender1 00@DisplayN ame
HKLMASYSTEMAControlSet002\S ervices\HackerD efender1 00@0bjectM ame

A s [ VRN " d A .-

77E3BC2F 5 Bytes JMP 7FFA42D8

1644
0x00400000

[AUTO]HackerDefender100
[MaNUAL] HackerDefenderDr100

Service

Service

16

2

0
C:5\hxdef100rshedef100.exe
HXD Service 100
LocalSystem

powerful NT rootkit

0x071 0x00 0x14 0=80 ...

0
V?AC Ahxdef1 00 hxdefdry. sys
3
-

Service

Service

16

2

0
C:5\hxdef100rhhxdef100.exe
HXD Service 100
LocalSystem



Hacker Defender only 3

(inline hooks, hidden files, process, services, network port 4500 (not shown))

Reg HKLMASYSTEMAControlSet0024S ervices\HackerDefenderDrv100&@ImagePath Y2MC Ahrdef1 00\ hxdefdry. sys
Req HKLMASYSTEMAControlSetD02\S ervices\HackerDefenderDrv1 00@S5tart 3

Reg HKLMASYSTEMAControlSet0024S erviceshHackerD efenderDrv100@T ype 1

File C:\Documents and Settings\user\Local Settings\Temporary Internet Files\Content IEB\EYK3IPEWPh... 58598 bytes
File C:\hxdef100r 0 bytes

File C:\hxdef100r\bdeli100.exe 26624 bytes
File C:5\hrdef100rshxdef-0F dis.exe 70656 bytes
File C:\hrdef100rshxdef100.exe 70656 bytes
File C:5\hrdef100rshxdef100.ini 3940 bytes
File C:\hxdef100rshxdefdrv. sys 3342 bytes executable
File C:\hxdef100r\rdrbs100.exe 49152 bytes
File C:5\hrdef100rvreadmecz.txt 37407 bytes
File C:A\hrdef100rvreadmeen. txt 37905 bytes
File C:\hxdef100rsrc 0 bytes

File C:5\hxdef100rhsrehbdelil 00.dpr 10361 bytes
File C:\hxdef100r\src\driver 0 bytes

File C:\hxdef100rhsrehdriver\driver.c 8995 bytes
File C:A\hrdef100rhsrehdriver\driver.h 756 bytes
File C:5\hxdef100rsrehdriver\driver. sys 3342 bytes executable
File C:A\hxdef1 00rhsrehdriversmakefile 36 bytes

File C:\hxdef100r\srch\driver\sources 140 bytes

File C:5\hxdef100rhsrchdriver.res 3408 bytes
File C:Nhxdef100rhsrc\hxdef100.dpr 53366 bytes
File C:5hxdef100rhsrchrdrbs100.dpr 57931 bytes
File C:\hrdef100rhsrehrdrbs100.res 1220 bytes
File C:\hxdef100r\src\units 0 bytes

File C:5hxdef100rhsrehunitsh\UJQCompress. pas 5268 bytes
File C:Nhxdef100rhsrc\unitshUList. pas 7496 bytes
File C:5hrdef100rhsrehunitshUProcAPl. pas 12835 bytes
File C:\hrdef100rhsrchunitshUSockets. pas 3692 bytes
File C:\hxdef100rsrchunitshUSysUtils-Case.inc 1607 bytes
File C:5hrdef1 00rsrehunitshUSysUtils-NumStiCony.inc 1608 bytes
File C:Nhedef100rhsrc\unitshUSysUtils. pas 9272 bytes
File C:5\hrdef100rhsrehunitshUTcp.pas 10279 bytes
File C:\hrdef100rhsre.zip 93679 bytes



Basic Callgate only

(does nothing but install a simple call gate)

 Processes I Drivers I Devices | SST | GDT \ IDT ] Sysenter I System threads I Modified code [ IAT [ Debuq reqis!

Suspicious  Selector Base Lirnit DPL Type System Present  Granul Bit mode

o I ) e e N N

Sysenter Hook only

(does nothing but passthrough hook the IA32_SYSENTER_EIP MSR
may be named sysenter.sys in your VM)

B GMER 1.0.15.15530

Rootkit/Malware I >33 ]

Type Name Value
SYSENTER  \?ACAWINDOWShsystem32\drivershsyse.sys FIFCF4CO

44



.

HedHook only 1

(hiding only file C:\WINDOWS\system32\drivers\fu.exe, IRP major function hooks,
copies self to dynamically allocated memory, process and thread callback routine,
orphan thread, adds extra SSDT entry)

8=

Type
Loadlmage
CreateThread
CreateProcess
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown
Shutdown

Address

0x81534000

0x81534008

0x814ACEDC
0x8144CBDC
0x814ACEDC
0x8144CEBDC
0x8144CBDC
0x814ACEDC
0x8144CEBDC
0x814ACEDC
0x8144CEBDC

Driver 2

Vbad2 AntiRootkit Handler

[Unknown Handler]
[Unknown Handler]
[Unknown Handler]
[Unknown Handler]
[Unknown Handler]
[Unknown Handler]
[Unknown Handler]
[Unknown Handler]
[Unknown Handler]
[Unknown Handler]
[Unknown Handler)

Addition

DeviceObject = 0x819ESBF0
DeviceObject = 0x81804CA0D
DeviceObject = 0x8192ECCO
DeviceObject = 0x8192EB38
DeviceObject = 0x8192EA70
DeviceObject = 0x8192E 730
DeviceObject = 0x8192E658
DeviceObject = 0x81300030
DeviceObject = 081938838

Information

VBA3Z

45



Hed4Hook only 3

(hiding only file C:\WINDOWS\system32\drivers\fu.exe, IRP major function hooks,
copies self to dynamically allocated memory, process and thread callback routine,
orphan thread, adds extra SSDT entry)

r EBX

Driver Object Handler Name Current Ad... £ Driver Information N

YFileSystem\Cdfs FastloQueryStandardinfo 0x8144C0AE [Unknown Handler]
YFileSystem'\Ntfs FastloLock 0x8144C124 [Unknown Handler]
YFileSystem\Fastfat FastloLock 0x8144C124 [Unknown Handler]
YFileSystem‘wmhafs FastloLock 0x8144C124 [Unknown Handler]
YFileSystem'\Mup FastloLock 0x8144C124 [Unknown Handler]
YFileSystem\Cdfs FastloLock 0x8144C124 [Unknown Handler]
YFileSystem'\Ntfs FastloUnlockSingle 0x8144C1B2 [Unknown Handler]
YFileSystem'\Fastfat FastloUnlockSingle 0=8144C1B2 [Unknown Handler]
YFileSystemivmhafs FastloUnlockSingle 0x8144C1B2 [Unknown Handler]
YFileSystem\Mup FastloUnlockSingle 0x8144C1B2 [Unknown Handler]
YFileSystem\Cdfs FastloUnlockSingle 0=8144C1B2 [Unknown Handler]
YFileSystemiNtfs FastloUnlockall 0x8144C234 [Unknown Handler]
YFileSystem\Fastfat FastloUnlockall 0x8144C234 [Unknown Handler]
YFileSystem'wmhafs FastloUnlockall 0x8144C234 [Unknown Handler]
YFileSystem\Mup FastloUnlockall 0x8144C234 [Unknown Handler]
“FileSystem\Cdfs FastloUnlockall 0x8144C234 [Unknown Handler]
\Driver\aFD FastloUnlockall 0x8144C234 [Unknown Handler]
YFileSystemiNtfs FastloUnlockallByKey 0x814AC244 [Unknown Handler]
YFileSystem\Fastfat FastloUnlockalByKey 0x8144C244 [Unknown Handler]
YFileSystem'wmhafs FastloUnlockAllByKey 0x8144C244 [Unknown Handler]
YFileSystemitMup FastloUnlockallByKey 0x814AC244 [Unknown Handler]
“FileSystem\Cdfs FastloUnlockalByKey 0x8144C244 [Unknown Handler]
“FileSystem\Rdbss FastloDeviceControl 0x8144C314 [Unknown Handler]
\FileSystem\MRxSmb FastloDeviceControl 0=8144C314 [Unknown Handler]
“FileSystem\MR=DAY  FastloDeviceControl 0x8144C314 [Unknown Handler]
\Driverrdpdr FastloDeviceControl 0x8144C314 [Unknown Handler]
MDriver\wS2IFSL FastloDeviceControl 0=8144C314 [Unknown Handler]
\DriverhaFD FastloDeviceControl 0x8144C314 [Unknown Handler]
YFileSystem'\Ntfs AcquireFileForMtCreateSection 0x8144C348 [Unknown Handler]
\FileSystem\Rdbss AcquireFileForNtCreateSection 0x8144C348 [Unknown Handler]
YFileSystemi\MR=Smb  AcquireFileForNtCreateSection 0x8144C348 [Unknown Handler]
YFileSystem\Cdfs AcquireFileForMtCreateSection 0x8144C348 [Unknown Handler]
\Driveridpdr [ AcquireFileForNiCreateSection [ 0x8144C348 [ [UnknownHandle) ... [ |
SFilebystemiNits RHeleaseklelForNtUreates ection Ux814aL5FC |Unknown Handler|
\FileSystem\Rdbes RelezseFilsForMiCreateSection 021 AACIFC [nbnown Handler]
WFiieSystem\mMB xS mD FeieaseriieroridiCreateSeciion Ox3144C3FC {idnknown Handier] ¥
LY = PPN 3 MO AE Del PN o PN ey N S [P ki 0001 AAC0C O Leleecune Ll Alecl




He4Hook only 3

(hiding only file C:\WINDOWS\system32\drivers\fu.exe, IRP major function hooks,
copies self to dynamically allocated memory, process and thread callback routine,

orihan thread| adds extra SSDT entii

Short Name PID Parent PID Full Path
= ESystem 4 0
[= E SMss. exe 576 4 C:AWINDOWShsystem32\smss.exe
Eusrss.e-e 656 576 C:AWINDOWS \system32\csrss.exe
= n winlogon.exe 630 576 C:AWINDOWShsystem32hwinlogon.exe
= ESH ces.exe 732 630 C:AWINDOWS .w\twrnh-E \SEIVICES. eXe
vmtoolsd. exe 264 732 C:\Program Files\VMware\WMware Too
[ alg.exe 304 732 C:AWINDOWS \system32\alg.exe
m‘-.-"h-1 UpagradeHel... 4883 732 C:%Program F|Ir:$ Whiware\WMware Too
Ij vmacthlp.exe 300 732 C:\Program Files\VYMware\WMware Too
= [ svchost exe 316 732 C:AWINDDWShsystem324svchost. exe
B' vmiprvse.exe 2032 916 C:AWINDOWShsystern32hwbemswmiprs
E svchost.exe 336 732 C:hw wsystem32\svchost.exe
=] ﬁ svchost exe 1088 732 C:AWINDOWShsysterm32hsvchost . exe
E wschntfyexe 1112 1088 C:AWINDOWShsystem32ie .'SI_.rltf_','.':..E
B svchost exe 1140 732 exe
[ﬁ\.. chost.exe 1208 732 \ ]
ﬁ\pﬁl lsv.exe 1444 732 C:\WINDOWS "WQ’F'rl‘l '7*\12!! 1 -|\'-f exe
E svchost.exe 1788 732 C:\WINDDWShsystem32hsvchost exe
ﬁrnysqld.e:-:e 1300 732 C:\Program Files\MySOL\MySOL Serv
Fisass.exe 744 680 C:AWINDOWShsystern324sass. exe
= j explorer.exe 1728 1692 C:8wWINDOWShexplorer.exe
ctfmon.exe 120 1728 C:* "-'”‘JDD' WS \','Stcrll,.-';' ctfmon.exe
<
Threads (58) | Modules (109) | Handles (253) | Anomalies (1) |
Description & 47
No corresponding start module [ Start Address = 0x8144DEVE ). Thread = 0281846430 (TID: 208) _



Hed4Hook only 4

(hiding only file C:\WINDOWS\system32\drivers\fu.exe, IRP major function hooks,
copies self to dynamically allocated memory, process and thread callback routine,
orphan thread, adds extra SSDT entry)

* python vol.py ssdt -f bla.dmp

* Bult in (not from the malware plugin), unfortunately you
need to sift it yourself

(Ctrl2Cap impersonator which hides files)

Entry 0x0091: 0xfa065592 (NtQueryDirectoryFile) owned by Ctr12Cap.sys

(Daemon Tools + SPTD)

Entry 0x00a0: 0xf97fd554 (NtQueryKey) owned by sptd.sys

(Trusteer Rapport normal hook)

Entry 0x00e0: 0xf9b4fa90 (NtSetInformationFile) owned by RapportCerberus 23645.sys

(Trusteer Rapport shadow SSDT hooks)

Entry 0x1124: 0xf0f27324 (NtGdiStretchBIt) owned by RapportPG.sys

<snip>

Entry 0x1299: 0xbf954c65 (NtGdiUMPDEngFreeUserMem) owned by win32k.sys

Entry 0x129a: 0xbf817637 (NtGdiDrawStream) owned by win32k.sys

SSDT][2] at e2187818 with 5 entries —
Entry 0x2000: Oxefead620 (Unknown) owned by UNKNOWN
Entry 0x2001: Oxefead65e (Unknown) owned by UNKNOWN

Entry 0x2002: Oxefeadcla (Unknown) owned by UNKNOWN [ He4Hook's user->kernel coms
Entry 0x2003: Oxefeael5a (Unknown) owned by UNKNOWN
Entry 0x2004: Oxefead6a2 (Unknown) owned by UNKNOWN
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WinDbg Rootkit Searching
Cheat-Sheet

* List all processes
— Iprocess 0 0
— will be fooled by DKOM process unlinking!

* Change into a process contest
— .process <pid> or .process <EPROCESS address>

e List all kernel drivers
— Imf

e "list loaded modules with file information"

— will be fooled by DKOM driver unlinking!



WinDbg Rootkit Searching
Cheat-Sheet 2

* Search for inline hooks 1n a exe/dll/sys file

— Ichkimg -d <module name>
— !lfor each module !chkimg -d @#ModuleName

« Examine each thread’ s ServiceTable to see
which SystemServiceDescriptorTable struct
it s pointing at (there should only be two
results and they should correspond to the
addresses of KeServiceDescriptorTable or
KeServiceDescriptorTableShadow

— !lfor each thread ".echo Thread: (@#Thread; dt nt!
_kthread ServiceTable @#Thread"




WinDbg Rootkit Searching
Cheat-Sheet 3

* Examine the SSDT function pointers
— dd KeServiceDescriptorTable L 10

* says to print 0x10 dword values starting at KeServiceDescriptorTable

8055¢700 80504480 00000000 0000011c 805048f4
8055¢710 00000000 00000000 00000000 00000000
8055¢720 00000000 00000000 00000000 00000000
8055¢730 00000000 00000000 00000000 00000000

— The 0x80504480 1s ServiceTableBase (start of the array of
function pointers) and 0x11C is the total number of function
pointers

— dds 0x80504480 L 112

* Says to print the symbol names for the 0x112 dwords which are going
to be printed out
80504480 805a4630 nt!NtAcceptConnectPort
80504484 805f140e nt!NtAccessCheck
80504488 805f4c44 nt!NtAccessCheckAndAuditAlarm
8050448c 80511440 nt!NtAccessCheckByType
80504490 805f4c7e nt!NtAccessCheckByTypeAndAuditAlarm



WinDbg Rootkit Searching
Cheat-Sheet 3

Check the sysenter MSRs
— rdmsr 0x176 (for IA32 SYSENTER EIP)
— rdmsr 0x174 (for IA32 SYSENTER CS)

Examine the IDT and GDT by using the !protmode plugin from
Intermediate x86 class

Examine the IDT
— lidt —a (shows all entries)
— !idt (shows only some entries which don’ t point at nt or hal)
Break on each module load during boot
— sxe -¢ ".lastevent" 1d
Just list each module loading
— sxn -c¢ ".lastevent" I1d
Turn off breaks/notifications
— sxi-¢c""Id



Listing registered callbacks in WinDbg

* Here comes a new challenger! Hadoken!
e  http://www.moonsols.com/2011/02/17/global-windows-callbacks-and-windbg/
kd> $$>a<c:\pscallbacks.wbs

3k 3 sk sk sfe s s s st sk s sk sk sk s s sk st sk s s sk sk s s st st ke st sk sk sk s s sk st sie sk sk sk sk sk ek skeoskesk sk

* This command brought to you by Analyze-v.com *
st st sk s sk sk skosk sk sk st st st s s s skeosk sk sk sk sk st st sk s s sk skeoskeosk st sie st st st sk sk skeoskoskeoskoskosiesio sk sk sk

sk s sk sk sfe sk s sk sk sk st sl sk ske sk s sk sk sk st sl sk sk sk sk skt sk sk sk sk sk sk skeoskok

* Printing image load callbacks... *
sk sk sk sk sk skeoskeosie st sk sk st sk sk sk sk sfeoskeoske sk sk sk sk sk skoskoskeoskeoskoskoskesie sk sk sk
st sk sk sk skeoskeoskoske st s st st st sk s sk sk skeoskoste st sk sie st sk sk sk sk skeoskeoske st sie st st sk ks skeoskoskeoskoskosieoskosk

* Printing process notification callbacks... *
st sk sk sk sk sk sk sk sk sk st st st s s sk sk sk sk sk sk sk st st st s s sk sk sk sk sk sie st st st s s skeoskskoskosk sk sk

814ec008 {12508605c¢81 jmp  dword ptr ds:[815C6008h]



WinDbg (display device driver stack)

kd> !object \device\keyboardclass0
Object: 814e7d28 Type: (819b8cal) Device
ObjectHeader: 814e7d10 (old version)
HandleCount: 0 PointerCount: 3
Directory Object: 1006948 Name: KeyboardClass0
kd> !devstack 814e7d28
'DevObj !'DrvObj 'DevExt ObjectName
> 814e7d28 \Driver\Kbdclass 814e7de0 KeyboardClassO
814e7020 \Driver\i8042prt 814¢70d8
8167¢030 \Driver\ACPI ~ 819a32e8 00000070
'DevNode 8187348 :
Devicelnst is "TACPI\PNP0303\4&5289¢18&0"
ServiceName is "18042prt"
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WinDbg 2 (display driver object)

kd> !devobj 814e7d28
Device object (814e7d28) is for:

KeyboardClass0 \Driver\Kbdclass DriverObject §/4ea0b8
Current Irp 00000000 RefCount 0 Type 0000000b Flags 00002044
Dacl el3cf7cc DevExt 814e7de0 DevObjExt 814e7ec0
ExtensionFlags (0000000000)

AttachedTo (Lower) 8147020 \Driver\i8042prt
Device queue is not busy.
kd> dt nt! DRIVER OBIJECT 8/4ea0b8

+0x000 Type 4

+0x002 Size : 168

+0x004 DeviceObject : 0x81872030 DEVICE OBJECT
+0x008 Flags : 0x12

+0x00c¢ DriverStart  : 0xf9¢4c000

+0x010 DriverSize : 0x6000

+0x014 DriverSection : 0x819b7aa8

+0x018 DriverExtension : 0x814eal60 DRIVER EXTENSION
+0x01c DriverName : _UNICODE_STRING "\Driver\Kbdclass"

+0x024 HardwareDatabase : 0x80670de0 UNICODE STRING "\REGISTRY\MACHINE\HARDWARE
\DESCRIPTION\SYSTEM"

+0x028 FastloDispatch : (null)

+0x02c¢ Driverlnit : 0xf9¢50610  long kbdclass!GsDriverEntry+0
+0x030 DriverStartlo : (null)

+0x034 DriverUnload : (null)

+0x038 MajorFunction :[28] 0xf9c4cdd0 long kbdclass!KeyboardClassCreate+0 55



WinDbg 3 (display next driver object)
kd> !devobj 814e7020
Device object (814¢7020) is for:
\Driver\i8042prt DriverObject §/4ea410
Current Irp 00000000 RefCount 0 Type 00000027 Flags 00002004
DevExt 814¢70d8 DevObjExt 814¢7368
ExtensionFlags (0000000000)
AttachedDevice (Upper) 814e7d28 \Driver\Kbdclass
AttachedTo (Lower) 8167¢030 \Driver\ACPI

Device queue is not busy.
kd> dt nt! DRIVER _OBJECT 8/4ea410

+0x000 Type 4

+0x002 Size : 168

+0x004 DeviceObject : 0x817dda40 DEVICE OBJECT
+0x008 Flags : 0x12

+0x00c DriverStart  : 0xf9a2c000

+0x010 DriverSize : 0xcd00

+0x014 DriverSection : 0x81973070

+0x018 DriverExtension : 0x814ea4b8 DRIVER EXTENSION
+0x01c DriverName : UNICODE STRING "\Driver\i8042prt"

+0x024 HardwareDatabase : 0x80670de0 UNICODE_ STRING "\REGISTRY\MACHINE\HARDWARE
\DESCRIPTION\SYSTEM"

+0x028 FastloDispatch : (null)

+0x02c¢ Driverlnit : 0xf9a35285  long 18042prt!GsDriverEntry+0

+0x030 DriverStartlo : 0xf9a2¢910 void 18042prt!I8xStartlo+0

+0x034 DriverUnload : 0xf9a32eb6 void 18042prt!I8xUnload+0 56
+0x038 MajorFunction :[28] 0xf9a2faa6 long 18042prt!I8xCreate+0



814e¢a448
814eaddc
814ea450
814ead54
814e¢a458
814ead5c
814ea460
814ead64
814e¢a468
814ead6e
814ea470
814e¢a474
814ea478
814ead’7c
814ea480
814ead84
814¢a488
814ead8c
814e€a490
814e¢a494
814¢a498
814ea49c
814cadal
814eadad
814eada8
814eadac
814eadb0
814eadb4

WinDbg 4 (print IRP table

kd> dps §14ea410+0x38 L1C

f9a2faa6 18042prt!18xCreate

8041355a nt!loplnvalidDeviceRequest
9a32e18 18042prt!I8xClose

8041355a nt!lopInvalidDeviceRequest
804f355a nt!lopInvalidDeviceRequest
804f355a nt!lopInvalidDeviceRequest
804f355a nt!lopInvalidDeviceRequest
804f355a nt!loplnvalidDeviceRequest
8041355a nt!lopInvalidDeviceRequest
Ya2elf9 18042prt!18xFlush

8041355a nt!lopInvalidDeviceRequest
804f355a nt!lopInvalidDeviceRequest
804f355a nt!lopInvalidDeviceRequest
8041355a nt!lopInvalidDeviceRequest
f9a32e4b 18042prt!I8xDeviceControl

9a2¢836 18042prt!I8xInternalDeviceControl

804f355a nt!loplnvalidDeviceRequest
804f355a nt!lopInvalidDeviceRequest
804f355a nt!lopInvalidDeviceRequest
804f355a nt!loplnvalidDeviceRequest
8041355a nt!lopInvalidDeviceRequest
804f355a nt!loplnvalidDeviceRequest
f9a337ea 18042prt!I8xPower

9a2fa59 18042prt! [8xSystemControl
804f355a nt!lopInvalidDeviceRequest
8041355a nt!lopInvalidDeviceRequest
804f355a nt!loplnvalidDeviceRequest
9221990 18042prt!I8xPnP

dps = display processor-sized pointer
(meaning it decides whether it should
be 16-64 bits), as a pointer to a symbol

dds = display dword as a pointer
to a symbol

57



Level up!

+120 WinDbg EXP

+1 Skill Point, +1 rOxOr Point

You gained new tool "Laboskopia WinDbg

scripts"!

— http://www.laboskopia.com/download/SysecLabs-
Windbg-Script.zip

Now use em!

— http://www.reconstructer.org/papers/Hunting
%20rootkits%20with%20Windbg.pdf



Teardown close out

e What did we learn?

— Using GMER, Tuluka, Virus Blok Ada Anti-Rookit
for in-system rootkit detection

— Using WinDbg for live debugging
— Using Volatility for offline memory analysis
— IDT, IAT, inline, SSDT, SYSENTER, IRP hooking

— GDT call gates, DKOM, KOH, kernel callbacks,
bootkits



Materials for you

These slides

The anonﬁmized writeups from people who submitted their
homewor

Spreadsheet showing what tools detect

TiddlyWiki with example of running to ground a false
ositive (due to Symantec), and the true positive
}(jshadowwalker).

Collection of rootkits installed on the VM + the .bat file
used to install them. (Don't download to any system with
on-access AV scanning, since some of them will be flagged.)

Go analyze the existing VM again with different tools to get
more familiarity with them. I will distribute a VM 1n the
future which will have a couple things installed which will
be more difficult to detect, but which will still be within the
materials covered 1n this class.



< Required rOxOr Skill Tree
<--- Recommended

BN Approved
| Intended Future Malware
Analysis
(Matt Briggs - Fall 2011)

you are here!

[ Advanced x86 J Rootkits Reverse

TBD (Xeno Kovah) Englneerlng
(Matt Briggs - May 2-3 2011)

Intermediate x86 Life of Binaries

(Xeno Kovah) (Xeno Kovah)

Intro x86

(Xeno Kovah)

Vulnerabilities
& Exploits

(Corey Kallenberg
June6-10)
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< Required rOxOr Skill Tree

<--- Recommended
BN Approved
| Intended Future Malware you should
Analysis be there!
(Matt Briggs - Fall 2011)
[ Advanced x86 J Rootkits Reverse Vulnerabilities
18D I Engineering & Exploits

(Matt Briggs - May 2-3 2011)

(Corey Kallenberg)

Intermediate x86 Life of Binaries

(Xeno Kovah) (Xeno Kovah)

Intro x86

(Xeno Kovah)
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Rootkits:
CA 7




