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! Evaluation and Decision Making: Following the TCG authentication model in [1], when a 
requestor platform issues a request (e.g. to resources) to a relying party, that relying 
party needs to make a trust decision about !"#$%#&'#(!)*+$(,(!#-.($/01!23%-4 The TCG 
model allows the relying party to evaluate the integrity measurements discussed above 
during this decision. Some relying parties may wish to delegate this evaluation to a 3rd 
party and merely review the results when making the decision. The outcome of platform 
evaluation is not limited to binary results (such as success/fail), but may include ranges of 
values (e.g. 1 to 100) indicating the level confidence the evaluating platform has with 
regards to its assessment.  

! Enforcement and Response: Depending on the exact configuration of an evaluating 
platform, the platform may in fact be a Policy Enforcement Point (PEP) for a given set of 
environmental-specific policies. In addition, the platform may return responses to another 
platform, of whom it evaluated. 

These features play an important role when an AR seeks to obtain network access by reporting 
its integrity measurements to the PDP, which perform evaluation and decision-making regarding 
the access request, and which directs its evaluation results to the PEP for enforcement. 

In order for a TNC Client implementation to be able to make use of the TPM and its functionality, 
a separate layer of services 5 called the Platform Trust Services 5 has been introduced. This 
layer provides some level of abstraction in order for both the TNC Client and the IMC to query 
their underlying platform trust information within the AR on which they operate. 
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Figure 5: The TNC Architecture with the Trusted Platform Module (TPM) 


