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Point (MAP), and the MAP Client. Within each role (column), the boxes depict the functions within 
those roles. Three horizontal shaded layers are depicted grouping the functions, while the 
interfaces that will be standardized by the TNC are depicted by named lines. These layers, roles, 
functions, and interfaces are described below. 
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Figure 2: The TNC Architecture 

 

It is important to note that Figure 2 shows the functions (of each role) that pertain to integrity 
verification and network security established through interfaces defined as part of the work-scope 
of the TNC. The TNC Architecture does not preclude other components that implement other 
functions pertaining to network access control, and networking and security in general. For 
example, the Network Access Authority (NAA) could be implemented as just an additional 
component within a RADIUS Server within a given 802.1X usage, with the RADIUS Server also 
obtaining other policy-related information from other sources (e.g. other servers). As such, it is 
important for the reader to understand that the functions of each role in the TNC Architecture are 
not the only components implementing security and network connection management. 
 
Additionally, a single physical element in a network environment may play more than one role in 
the TNC Architecture. For example, a switch or wireless access point configured to authenticate 
endpoints with 802.1X supplicants via 802.1X, but assign a default access policy (e.g. guest 
VLAN) to non-supplicant endpoints, fulfills the role of both the PEP and PDP; such a network 
device is referred to as a combined PEP/PDP. Another example is a policy server that both 
provisions access control policy to a PEP and subscribes to information from a MAP; that policy 
server is both a PDP and a MAPC. 

3.4 Roles 
The required roles within the TNC Architecture are the Access Requestor (AR) and the Policy 
Decision Point (PDP). The optional roles are the Policy Enforcement Point (PEP), the Metadata 
Access Point (MAP), and the MAP Client (MAPC). 

All roles and functions in the architecture are logical ones, not physical ones. The element 
performing a particular role or component providing a particular function may be a single software 
program, a hardware machine, or a redundant and replicated set of machines spread across a 
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