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Turn off Networking then Start VM

Infected with Vanquish. Deleting it failed.
At nn:nn /interactive cmd.exe, the files were
Invisible.
Hijackthis 2.0.5 beta

C:\windows\fat.bat

Http trusted zones

Checked everything!
Restart

Rescan
Restart

——



Windows Activation!

¥ RootkitClassYM YMware Remote Console ~ Devices

I Windows Product Activation

A problem has prevented Windows from accurately checking the status of the license for
this computer. To proceed your copy of Windows must be activated with Microsoft,
Do you want to activate Windows now?

To direct input to this virtual machine, press Ctil+G.
N\




Knoppix 6.4.4 DVD

Added following line to RootkitClassVM.vmx to
gain access to BIOS settings

bios.bootDelay = "5000"

F2 at boot screen
Put CD-ROM at top

Hard drive is /media/sda“

Tarred Documents and Settings to /media/
sdal root




hxdef100r

EXTerminal

File Edit Tabs Help

AUTOEXEC.BAT
CONFIG.SYS

Documents-and-Settings.tar
INSTALL.LOG

hxdef100.exe
hxdef100.ini

cd /media/sdal/

ls

NTDETECT . COM

ntldr
pagefile.sys

vanquish.log

boot.ini

cd hxdeflO0Or/

1s
readmecz. txt
readmeen. txt

hxdefdrv.sys
rdrbs100.exe

src.zip

less readmeen.txt
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To direct input ta this virtual machine, press Crl+G.
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Hacker Defender

ITerminal

File Edit Tabs Help

Authors: Holy Father <holy father@phreaker.net>
Ratter/29A <ratter@atlas.cz>

Version: 1.0.0 revisited

Birthday: 15.08.2005

Home: http://www.hxdef.org, http://hxdef.net.ru,
http://hxdef.czweb.org, http://rootkit.host.sk

Betatesters: chOpper <THEMASKDEMON@flashmail.com>
aT4r <at4r@hotmail.com>
phj34r <phj34r@gmail.com>
unixdied <Oedfd3cfd9f513ec030d3c7chdf54819@hush.ai>
rebrinak
GuYoMe
ierdna <ierdna@go.ro>
Afakasf <undefeatable@pobox.sk>
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To direct input to this virtual machine, press Ctrl+G.
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Findings

- Found 2 rootkits

Vanquish
Hacker Defender

Evidence of others — destructively deleted
with hijack this

. Caused Microsoft to activate, had to boot from
CD.

. BIOS seems to be clean, no time to verify




Sponsor Recommendation

Drive is not safe!
Pull network cable, continue offline analysis
Bring in forensic analysis tools

Carefully examine and restore user data not
available elsewhere.

Restore data to new machine.




