Rootkit Investigation Documentation
Date Started: 3-30-2011

Base Investigation Environment:
* Running VMware Server 1.10
* Took a snapshot of the initial image to make live analysis easier
* Allowed the VMware image to have an active internet connection, since it was easier to
load tools then. I would not do that during an actual investigation
¢ Used a Backtrack Linux v4 live boot cd, and WindowsPE to help with offline analysis of
the windows image.

Tools:
*  Windows SysInternal Tools: Provided an easy way to quickly scan the system and detect
low-hanging fruit. For example, autoruns, processexplorer, rootkitrevealer, etc.
*  WindowsPE: Initially used this in an attempt to run autoruns on an offline image. Ended
up using this to examine files offline as well.

Investigation:
e 3-30-2011:

o Started out running the SysInternals tool ‘Autoruns’ to see what showed up. It
would be more effective to run it from a WindowsPE boot image against an
offline system, but I was too lazy to create a WindowsPE image which contained
that tool. Note, I am very aware that since this tool is running on the target
system, the results may not be accurate.

= For options, I set it to “verify code signatures’, and ‘hide windows and
Microsoft signed code’.

= The first suspicious file was fat.vbs which is set to run the file fat.bat at
startup. It was misleadingly named, and did not have a valid code
signature. Below is a screenshot:

g’ HKLM\SOF TWARE \Microsoft\wWindows\CurrentVersion\Run
E 5| FAT Filesystem... c\windows\fat. vbs
Z5 15w Zonedlarm Browser Security  [Verified) Check Point Softw... c:\program files\checkpoint...
@ YiMware Tools  VYMware Tools tray applicati... [Verified) ViMware, Inc. c:\program fileshwmwarey. ..
@ ViMware User ... VYMware Tools Service [Werified) YMware, Inc. c:\program files\wmwarehy. ..
Z-. Zonedlaim Client Zonedlarm Client [Verified) Check Point Softw... c:\program files\zone labsh...

= There were also two executables in the startup folder for mru-blaster.
These might be legitimate, (since that also is the name of a legitimate
program), but without a valid code signature there isn’t enough
information to make a determination at this time. Below is a screenshot:

C:\Documents and Settings\user\Start Menu\ProgramshStartup

[ MRU-Blaster S... MRU-Blaster Scheduler c:\program files\mru-blaster...
[ MRU-Blaster Si... MRU-Blaster v1.5 c:\program files\mru-blaster...

= Task scheduler had three different jobs, but they all pointed to the same
executable, ‘ctl.exe’. Considering the location and no valid code signature,



this is very suspicious. Below is a screenshot:

£ Task Scheduler

[ ctljob
[ ctizjob
[#] [ cti3.job

c:hwindowshsystem32hctl.exe
c:hwindowshsystem32hctl.exe
c:hwindowshsystem32hctl.exe

= The vanquish service was detected. This is very suspicious since vanquish
is the name of a popular rootkit. Below is a screenshot:

Q’ HKLM\SystemhCurrentControlSet\Services

[ﬁ lswSwve Zonedlarm Browser Security  [Verified)... c:\program files\checkpointizaforcefieldhisws...
[ MySaL [Verified)... c:\program fileshmysqglsmysql server 5.1%bin\m..)
[ﬁ RapporttMgmtS... Central Rapport Manageme... [Verfied)... c:\program files\trusteer\rapport\bin\rapportm...
[ pcapd Allows to capture traffic on t... [Merified)... c:\program files\winpcap\rpcapd.exe

d“g TPAutoConnSvc ThinPrint .print component f... [Verified)... c\program files\vmware\vmware toolshtpauto..)
ﬁa TPYCGateway ThinPrint .print component t... [Verified)... c:\program files\vmwarehvmware toolshtpveg...
[[¥] 77T wanquish anquish Autoloader v0.2.1 c:\windows\vanquish.exe |
ﬁ VM Tools Provides support for synchr... [Verified)... c:\program files\vmware\vmware tools\vmtool..

=  There were a large number of drivers that had bad links, or did not have
valid code signatures. That was a bit suspicious. Many of the not-found
are normal, like PCIDump, but the unsigned drivers could be anything.
Below is the first screenshot:

g HKLM\System\CurrentControlSethServices

[v] ] azdow88m File not found: C:\WINDOWS\System324Drivers\azdow88m. sys
@ basic c\windows\system32\drivers\basic. sys

[@] BreakOnThruT... c:\windows\system32\drivers\breakonthrutotheotherside. sys
] Changer File not found: C:\WINDOWS\System324Drivers\Changer.sys
@] Ctr12Cap c\windows\system32\drivers\ctr] 2cap.sys

Ctrl2cap [Not verif... c:\windowshsystem32\drivershctl2cap.sys

Windows NT Caps-lock Ctl...

@ dtsoftbus01 DAEMON Tools Virtual Bus ... [Verified)... c\windows\system32\drivers\dtsoftbus01.sys

@] amer GMER Driver http://www.g... [Not verif... c:\windows\system32\drivers\gmer.sys

7 i2omgmt File not found: C:\WINDOWS\System324Drivers\iZomagmt. sys
@ 1SWKL Zonedlarm Browser Security  [Verified)... c:\program files\checkpointhzaforcefieldiswkl. sys

7 Ibitfde File not found: C:\WINDOWS\System324Drivershlbrtfdc. sys
@ NPF npf.sys [NT5/6 x86) Kemel ... [Verified)... c:\windows\system32\drivers\npf.sys

"1 Passthu
] PCIDump
] PDCOMP
) PDFRAME
~] PDRELI

And here is the second screenshot:

File not found: system32\DRIVERS\passthru.sys

File not found: C:\WINDOWS\System324Drivers\PCIDump.sys
File not found: C:\WINDOWS\System324Drivers\PDCOMP.sys
File not found: C:\WINDOWS\System32\Drivers\PDFRAME . sys
File not found: C:\WINDOWSA\System324\Drivers\PDRELI.sys

] PDRFRAME File not found: C:\WINDOWSA\System32\Drivers\PDRFRAME .sys
RapportCerber... RapportCerberus [Verified)... c:\documents and settingshall users. windows\application dataktrusteer\rappo...
RapportEl RapportEl [Verified)... c:\program fileshtrusteeryrapport\bin\rapportei.sys

RapportKELL  RapportKE [Werified)... c\windows\system32\drivershrapportkell.sys

= RapportPG RapportPG [Verified)... c:\program files\trusteer\rapportbin‘rapportpg. sys

1 SelfCheck File not found: c:\mordor\branches\POCAPAI386\stop

@ sptd c:\windows\system324drivershsptd.sys

syse

cwindows\system324drivershsysenter. sys

=] vmdebug VMware Replay Debugging... [Verified)... c'windowshsystem32\drivers\vmdebug. sys

vmhgfs WMware HGFS File System ... [Verified)... c:\windowshsystem32\drivers\vmhgfs.sys

=) VMMEMCTL VMware server memory con... [Verified)... c:\program files\vmware\wmware toolshdriversmemctl\vmmemctl.sys
T vmrawdsk File not found: C:\Program Files\VMware\YMware Tools\vmrawdsk.sys
vsdatant Zonedlarm Firewalling Driver  [Verified)... c:\windowshsystem32\vsdatant.sys

[¥] 1 wDICA File not found: C:AWINDOWSASystem32\Drivers\wDICA. sys

= The vsockets library, “vsocklib.dll” was also detected as unsigned code,
but that is a normal part of vmware tools, so it probably is not malicious.
o Next I ran the SysInternals tool ProcessExplorer. Once again, this was to help
identify any low hanging fruit.



= The main check I did was to see if any of the running processes were
using suspicious .dll files. I defined suspicious as not having a company
name of ‘Microsoft Corporation’, or the name of the company who write
the executable. From that I saw that vanquish.dll was being used both by
several of the svchost.exe processes as well as the taskmgr.exe process.
This implies that even if the rootkit is not the vanquish rootkit, (despite the
same name) it is a rootkit and it is being run, since a legitimate program
should not be hooking those processes.
=  What was surprising was that ctl.exe was not observed as running.
o Checking the ‘Scheduled Tasks Folder’
= Since autoruns reported that there were three scheduled tasks to run
ctl.exe, the next step I took was to investigate the actual scheduled tasks to
see what they were. All three tasks were set to run ‘At Login’. They each
had different command line options. They were:
1. CAWINDOWS\system32\ctl.exe —i:1
2. C:\WINDOWS\system32\ctl.exe —hk:1
3. CA\WINDOWS\system32\ctl.exe —a
C:\WINDOWS\system32\drivers.fu.exe
= A screenshot of the tasks can be seen below:

_ =

Task l Schedule | Settings | Security |

E CAWINDOWSAT askshetljob

Run: ’ C:AWINDOWShsystem32hctl.exe -i1

Task | Schedule | Settings | Security

ﬁ CAWINDOWSAT askshetiZjob

Run: C:AWINDOWS\system32hctl. exe -hk:1

Task ‘Schedule Settings | Security

E CAWINDOWSAT asksheti3 job

Run: tem32\ctl.exe -a:C:AWINDOWS \system32\drivers'fu.exe| ‘

= A Google search for ctl.exe brought up a lot of results mentioning it is
malware, though I didn’t see any results that talked about it in detail. FU is
the name of a known rootkit, so chances are these are not legitimate files.

3-31-2011
o Since I had such success running autoruns on the target machine, I wanted to see
what would happen if I used it when the target machine was offline. To do this, I
created a version of WinPE that contained the autoruns tool, and then booted into
it. Note, WinPE loads the target disk as writeable by default, which is something
to keep in mind during analysis. Unfortunately I was unable to get autoruns to



work in an offline setting, but since I had already loaded WinPE I decided to look

around to see if anything stood out.
o Browsing the files in WinPE, I saw the directory C:\vanquish-0.2.1. Opening it |

found the following readme, which shows that it is in fact the vanquish rootkit.

File Edit Format View Help

RETE)

System Requirements

NB: wWill not function

IContact

b) vanquish pbLL

<

[As a side note, vanquish was designed to run with **adminstrator** priv a|
Please, before mailing that vanquish doesn't work check that you have tl
privilege, and that you installed vanquish as Administrator.

Also, vanquish cannot run concurrently with other API rewriting apps(ro

Supported 0S: Microsoft windows 2K/XP/2K3

NT 5.0 or higher *should* wor

Did somebody test it under wine? Let me know. :)

E-mail: xshadow #at# email #dot# ro
Wi www. rootkit.com > vanquish Project
Description

vanquish is a DLL-Injection based rootkit that hides files, folders, re
entries and logs passwords.

vanquish has two different modules:
a) vanquish Autoloader - vanquish.exe

roper'll under ‘windows 9x/Me’. Other system base:
fine (e.g. Longhorn).

- vanquish.d11

v

| 2V

o There was a second directory, c:\hxdef100r, which contained the readme and
several executables for the hacker defender rootkit. The readme is pictured below:

|8] readmeen - Notepad

File Edit Format View Help

=101]

Authors:

version:
Birthday:
Home:

Betatesters:

Readme:

<

=====[ 1. Contents ]

NT Rootkit

Holy_Father <holy_father@phreaker.net>
Ratter/29A <ratter@atlas.cz>

1.0.0 revisited

15.08.2005

http://www. hxdef.org, http://hxdef.net.ru,
http://hxdef.czweb.org, http://rootkit.host. sk

chOpper <THEMASKDEMONG@flashmail.com>

aT4r <atd4r@hotmail. com>

phj34r <phj34r@gmail. com>

unixdied <0edfd3cfdof513ec030d3c7cbdf54819@hush. ai>
rebrinak

Guyome

ierdna <ierdna@go.ro>

Afakasf <undefeatable@pobox.sk>

czech & English by holy_father
French by GuyoMe

[ Hacker defender - English readme J===========

v

AV

o Also of note, according to the time-stamps, vanquish was installed on 3/06/2011,
and hackerdefender was installed on 3/13/2011. Due to this, I started looking for
files that were modified in the last month. This was made easier by the fact that
this is a demo VM machine.

o One file that stands out is fat.bat found in the c:\WINDOWS\ directory. It loads
and runs the driver mmpc.sys and then hides it along with msdirectx.sys using the



tool ‘FU’. A screenshot of that can be seen below:

File Edit Format View Help

4
@ECHO OFF
cd C:\WINDOWS\system32\drivers
fu -ph 4
..\InstDriver.exe -install mmpc mmpc.sys

..\InstDriver.exe -start mmpc
fu -phd msdirectx.sys

fu -phd mmpc.sys

sc delete mmpc

exit

Looking at the fat.vbs program that I noticed earlier in autoruns, I saw that it
simply runs the command that is given to it via its startup script. A screenshot of
it is below:

P fat.vbs - Notepad ] o [=] Y
File Edit Format View Help
Createobject("wscript.shell”).Run """" & wScript.Arguments(0) & """", O;|

Furthermore, I noticed fat_init.bat which invokes fat.bat. A screenshot of it is
below:

[P\ fat_init - Notepad

File Edit Format View Help
ktart "" /MIN /HIGH "C:\WINDOWS\fat.bat" > NUL

Looking at the c:/WINDOWS/system32/drivers directory showed some

—
K spaceSegmentRegister
BreakOnThruToTheOtherSide.
fu.exe

msdirectx.s
RapportKELL.sys

mmpc .sys

sysenter

_cool_beans
dtsofthus@l.

A3/38,/20611

B:12 A > -
181 File<(s> 16,556,891 bytes
5 Dirds) 3,.097.997.312 bytes free

c :\WINDOWS\system32\drivers>

o Syscoc.inf also contained some suspicious entries, especially since they were set

to “HIDE”. Examples of that are k=KOC.dll, and Freestyle=mdctroc.dll. Also,
some of the entries had different names than expected. For example



RootAutoUpdate, instead of ‘AutoUpdate’. A screenshot is below:

[

File Edit Format View Help

K=KOC.d11,KOCSetupProc,KoC. inf,HIDE,7 |
NtComponents=ntoc.d [ ,NtOcSetupProc, ,4

wBEM=0cgen. d11,0cEntry,wbemoc. inf,hide,7
Display=desk.cpl,DisplayocSetupProc, ,7

Fax=fxsocm. d11,FaxocmsetupProc,fxsocm. inf,,7
NetoC=netoc.d11,NetocSetupProc,netoc.inf,,7
iis=iis.d11,0cEntry,iis.inf,,7
com=comsetup.dl1,0ceEntry,comnt5.inf, hide,7
dtc=msdtcstp.d11,0cEntry,dtcnt5.inf,hide,7
Indexsrv_system = setuqqry.d11,Indexsrv,setup ry.inf,,7
TerminalServer=Tsoc.d11, Hydraoc, Tsoc.inf,hide,2
msmg=msmgocm. d11,Msmgqocm,msmgocm. inf, ,6
ims=imsinsnt.dl11,0centry,ims.inf,,7
fp_extensions=fp40ext.d¥1,FrontPage4Extensions,fp40ext.inf,,7
msmsgs=msgrocm.d11,0cEntry,msmsgs.inf,hide,7
wWMAccess=o0cgen.dl11,0ceEntry, wmaccess.inf, .7
RootAutoupdate=ocgen.dl1,0cEntry,rootau.inf,,7

[oEaccess=ocgen. d11,0cEntry,oeaccess. inf,,7

wMPOCM=0cgen. d11,0cEntry,wmpocm. inf,,7

Games=ocgen.d11,0cEntry,games.inf,,7
AccessUtil=ocgen.d11,0cEntry,accessor.inf,,7
commApps=o0cgen. dl1,0centry,communic. inf ,HIDE,7
MultiM=ocgen. dl1,0ceEntry,multimed. inf,HIDE,7
AccessOpt=ocgen. dl1,0centry,optional.inf,HIDE,7
Pinball=ocgen.d11,0cEntry,pinball.inf,HIDE,7

MSwor dPad=ocgen. d11,0cEntry,wordpad. inf ,HIDE,7
ZoneGames=zoneoc.d11,ZoneSetupProc,igames.inf,,7 I

Tab1etPc=tab1etoc.d11,Tab1etsetupProc,Tab]etpc.1nf,HIDE,7|

Freesty1e=medctroc.d11,MedCtrOCISetupProc,medctroc.inf,HIDE,4

o Looking into the corresponding inf files, rootautoupdate, and OEAccess appear to
be legitimate. Also KOC.dIl appears to be a part of winrar.

o Further looking into this, the entries actually look legitimate, and this was a false
lead.

April 1%, 2011:

o The next thing to check was those suspicious drivers I saw in autoruns.
Unfortunately, I forgot to load ‘strings’ onto the WindowsPE ISO, but I was able
to view them in notepad to see if anything showed up.

o The file ‘basic.sys’ had the following string in it which highly implied it was one
of the rootkit files:

= Z:\binarytransfer\rootkits\ _installed\basic_callgate\callgate driver\
objfre_xwp_x86\BASIC.pdb

o Judging by the name, and strings, from BreakOnThrouToTheOtherSide.sys, it
appears to be the same file used in the Intermediatex86 class. It displays processor
sessings like the interrupt flags, esi, edx, etc. If [ had more time I might want to
confirm it, (via a hash), to make sure it is the same file, but for now it looks like a
legitimate driver.

o The next driver investigated was Ctr12Cap.sys. Considering the name is similar to
a legitimate Sysinternals program, (Ctrl2Cap.sys), which was also on the



computer, but different, (swap the ‘I’ with a ‘one’), and it was compiled on
c:\bhf\objfre wxp x86\i386\Ctrl2cap.pdb, it probably is a ‘bad’ file. Looking at
some of the calls it makes such as ‘KeBugCheckEx’, ‘KeTickCount’,
’KeServiceDescriptorTable’, etc, it looks like it has the ability to hook a process
and has the possibility to reboot the system.

o Sptd.sys is ‘weird’ since it is a legitimate file used in VMWare, in the code it
looks like it has a signature, ‘VeriSign Class 3 code signing 2009-2°, but in
autoruns it does not have a valid signature. I’ll make it as suspicious, but ideally
I’d like to have a valid copy of the file to compare against it, since there is a good
chance it is legitimate.

o Sysenter.sys: The string ‘ROOTKIT: OnUnload called” was seen in the code.
Also the path ‘C:\sysenterhook\objchk wxp x86\i386\sysenter.pdb” was seen.
I’m going to go out on a limb and assume this is a rootkit example that hooks

sysenter ;)
o April 32011:

o Well, it’s time to actually try and fix this system. If this was a real life case my
advice would be to take off and nuke it from orbit — It’s the only way to be sure ;)
Aka rebuild the machine from scratch. It’s been thoroughly and I probably
haven’t detected all of the ‘bad’ software on it. Since this is a class though, I’ll try
and remove what I can and see if that breaks anything.

o I double-checked my backups in case I deleted anything important and broke the
windows install. In real life this is why DD copies are nice since you would want
to save a copy of the malicious files for future analysis if needed.

o The first thing to do is remove the known malicious code. The following files and
directories were deleted:

= The following files were in c:\Windows\system32\drivers

=

5.

Sysenter.sys

Ctr12Cap.sys

Basic.sys

The cool beans directory was hidden, but there was nothing in it
which was weird. It’s not malicious as far as I can tell, but it was
being hidden by malicious programs so I deleted it to be on the
safe side.

Fu.exe

= The following files were in C:\Windows\

S S

fat.bat

fat.vbs

fat_init.bat

vanquish.exe

vanquish.dll

Hey did you know the gmer anti-rootkit was on here? Neither did I
until now. Wait, looking at my notes, I did see it before in
autoruns. ..

= The following files were in C:\Windows\system32\

1.

He4HookInv.sys — Got lucky and saw this one when eyeballing the
dir results. Noticed it’s install date was 6:35 PM 11/02/2002



2. Ctlexe
The following files were in C:\
1. Deleted the entire vanquish d-0.2.1 directory along with
vanquish.log
2. Tried to delete the hxdef100r directory but it said access was
denied. Changed the write protection using attrib —r, and was able
to delete the directory.
The following files were in C:\Windows\tasks\

1. Ctll.job
2. Ctl2job
3. Ctl3job

o After double-checking my notes to make sure I didn’t forget anything that I had
already found, I rebooted the system to see what would happen.

(@)

o O

It booted up ok, though of course I received an error for © Can not find
script file “C:\Windows\fat.vbs”. Didn’t know how to disable that from an
offline copy of Windows.
Ran autoruns again to disable it from attempting to load deleted files, (and
also see if anything new popped up).
1. Heh, a ‘missing file for HackerDefender showed up. Its company
name was “powerful NT rootkit” ;)
2. Ctrl2cap (the sysinternals one), showed up. It didn’t have a valid
signature though, which was ... weird
3. The gmer driver also showed up.
4. Everything looks ok

Checked the browser extensions for IE. Found a weird one labeled {C95FE080-

8F5d

....} It didn’t have any files or folders associated with it so I disabled it.

I also disabled Diagnose Connection Problems, and Windows Messenger
since they did not have a publisher associated with them, and I doubt that
they would be missed by a user if they are legitamite

I also checked the search providers and accelerators, but nothing
suspicious was found there.

Tried to run the gmer anti-rootkit tool. That turned out to be mostly useless since
it detected so many legitimate files. Nothing malicious stood out. It probably
would be very useful if you had a ‘known good’ scan to compare it to, but since I
didn’t, this didn’t provide much help.

Ran SysInternals rootkit revealer. Nothing looked out of the ordinary.
I wouldn’t trust this system, but for the purposes of the class I’'m going to declare
victory, and submit my report.



