First attempted booting it up using VMware Player 3.1.4 build 385536, since | already had it available on
my machine. It complained that the processor features didn’t match, but since it’s easy enough to start
over from scratch with a VM, | thought I'd give it a shot.

The features supported by the processor(s) in this machine are different from the
features supported by the processor(s) in the machine on which the snapshot was

saved. You may attempt to resume this virtual machine, but doing so may result in
unpredictable behavior. Do you wish to try to resume this virtual machine?

Zone Alarm found a new network:

74 ZoneAlarm - New Network

; P Address: 192.168.111.0
? New Network Found Type: Private Metwork Detected

Zoneplarm has found a new cannection between your computer and the Internet ar anather computar.

1) Please select a security level for this network
1 Keep in Internet Zone:

- Foruse at public or questionahle access points (hotel, airport, coffee shop, 0

0
i - Allows Internet access; blocks others from accessing your computer

1 Allow into Trusted Zone:
. - Faortrusted, secure locations only thome, office, .
. . - Uze anly ifyod need to share files ar printers with others on this netwark;
ot sharing

2} Name this network {optional)

-
b

| M ew Mebwork,

Autamatically configure this nebwork, iF 1 add it o the Trusted Zone.

Left it in Internet Zone for now.

Also running was the following. It looks to be capturing the kernel and Events, but not Win32.



£ DebugView on WTEHROOT (local)

File Edit We=lf=8 Options Computer  Help
= H Capture Win3z Chrw i = ik

t T4 « Capture Kernel ChrHHE,
Enable Werbose Kernel Qukput
v Pass-Through

v Capture Events Ckvl+E

Log Boak

The HD and CD lights are both going off with some regularity. Also the mouse seems a little jumpy. May
not be related. (Update: Mouse probably related to outdated VMware Tools. When the mouse jumps,
the VM loses focus.

The C:\temp folder was moved into the recycle bin. It looks like it contains one executable claiming to
be an IE8 patch. It has KB982381 in the file name, which does match an IE patch from MS.



File Options ‘Wiew ShutDown Help

applications | Processes | performance || Metworking | Users

Image Marne User MNane CPU Mem Usage
notepad. exe Student 0o 536 K
Dhgview, exe Student oo A K
alg.exe LAl SERVICE oo 4,596 kK
RapportService, exe  Student ]} 22,712k
ForceField. exe Student Qo 2,736 K
wscntfy . exe Student oo 3,664 K
sychosk, exe LOCAL SERNICE o 5,344 K
spoolsy, exe SYSTEM ]} 5,696 K
ISWSYC exe SYSTEM oo 8,280 K
VMwarellser, exe Student o 11,464 K
VMwareTray.exe Student o 6,024 K
YrlpgradeHelper... SYSTEM oo 4,860 K
kaskmgr.exe Student 03 5,983 K
YSMOn, exe SYSTEM o 22,952 K
sychosk, exe LOCAL SERNICE o 5,440 K
sychost, exe METWORK SERYICE 00 2,092 K
winkoolsd, exe SYSTEM Qo 11,444 K
sychosk, exe SYSTEM o 25,664 K
FapportMgmtSery,.. SYSTEM o 6,508 K
sychost, exe METWORK SERYICE 00 2,576 K
svchost, exe SYSTEM 0z 6,116 K
vmackhlp, exe SYSTEM oo 3,316 K
lsass,exe SYSTEM 0z Y=Y 4
SEFVICES Bxe SYSTEM ]} 4,744 K
winlogon.exe SYSTEM oo 4,724 K
Corss, exe SYSTEM o 3,824 K
explarer,exe Student oo 5,740 K
SMS5 . EXE S¥STEM oo 456 k.
scheduler.exe Student Qo 6,128 K
kaskmngr.exe SYSTEM ] 5,272k
Show processes from all users

Processes: 35 CPU Usage: 7% Commit Charge: 320672E | 882764k

Only 35 processes listed.
ForceField looks suspicious. (Update: Part of ZoneAlarm)

In the task tray we have MRU-Blaster

Last Scam: 9:31:48 AM

Maximize

Since it cleans out the most recently used list, that will limit our ability to see recent activity.



[@ Accessories »
) Administrative Tools »
@ Cygwin >
(@) Mozila Firefox 4
) Startup »
@ Internet Explorer

l@ Games »

@ WinPcap » 1
/@ mMysqL »
Bl wireshark 2
@) MRU-Blaster »

@ Trusteer Rapport

@ Zonealarm & | Readme
5 ﬁ Uninstall Zonealarm Security
@] Log OFF | @l Turn OFF Comy|
= — [ zonealarm Diagnostics Tool
& & Debug¥iew on Y\T... Z- Zonedlarm Security

The Vanquish rootkit has an installer on there:



e

! ReadMe.txt - Notepad

File Edit Format Wiew Help

T RO

H H

d vanguish wo. 2.1 d

H H

el R R Rl TR el Rl R Rl Tl Rl Rl Tl el Tl Rl Tl R TR TR
L L

¥ Copyright (C32003-2005 xsShadow. all rights reserved. *
o

H
TR

WHE OSE AT OwWh RISk #Wew

what's new

WARMIMG THIS IS MOT AM OFFICIAL VERSIOM. THIS IS AWM IMTERMEDIATE
VERSIOMN THAT FIXES THE WINZK REGISTRY PROELEMS=.

InstallationsRemowval

Simple: cupg the files to a folder on wour HD and then
double-cTick setup.amd and follow the instructions from there.

Please note that setup.cmd is a wrapper to installer.comd that allows it to
detect vanguish even if 1t s insta??ed. S0 no other commands are needed
before issuing a setup command.

Also, take great care for path entries. on my system, typing 'setup’ in a
command prompt -- hesides the folder with wanguish —-- runs setup.exe fraom
cowindowshsystem32 because it is in the current path.

As a side note, wanguish was designed to run with **adminstrator** privilege.
Please, before mailing that wanguish doesn't work check that you have this
privilege, and that wou installed wvanguish as administrator.

Also, wvanguish cannot run concurrently with other API rewriting appsCrootkits).

Following the instructions listed in the Readme, | was able to verify that Vanquish is installed:

C:AWINDOWS\system 3 2emd. exe

Microzoft Windows HP [Uersion 5.1.268H1]
CGC» Copyright 1785-2801 Microsoft Corp.

C:wDocument=z and Settingssusericd Ciswanguish-H8.2.1

Ciwvanguish—A.2 . 1»zetup.cmd do install

Install UVanguizh

Checking for previous version...

Vangquizh iz already installed. Please remove first.
Prezz any key to continue.

C:wwanguish—-#8_2 _1>exit

C:wanguizsh-#8_2_12>




At this point, | would recommend decommissioning the system and starting with a fresh
image. Hopefully this course will provide additional tools for mitigating compromised systems.

Other Candidates:
Shadow Walker (hides itself from being read in memory)
There are almost certainly other nasties hiding like this, but I’'m not sure how to find them.

Checked for Applnit_DLLs injection

File Edit “ew Fawvorites Help
[ IniFileMapping | MName Type Data
% K'-":'W”F“”':t":'”dTat'ILEDHSf | {DeFauIt]l REG_S57 {value not set)
D Knnwnf‘-’lanag: DrebuggingCils [ab Applnit_DLLs REG_S7
= ta”EF“a'iESPa': [ab]DeviceMotSelectedTimeout  REG_SZ 15
= Maél oriawesp ¥ cDIProcessHandleQuata REG_DWORD 000002710 {1000
. Spu:u:uler REG_57 YES
I:I MCI Exkensions .
[ab] syapdisk REG_SZ
i .
|:| Midirnap L TransmissiDnRetryTimenut REG_5Z an
(3 MiniDurnpausdliaryDlls LISERPru:u:essHandIeQuu:uta REG_MAORD  0x00002710 (1000
[ ModuleCompatibility
#1771 Mebwnrk b {_ | l
My ComputeriHEEY _LOCAL_MACHIMNESOF T ARE ! Microsaft windows MTYWC urrentyersiontnindows




